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FOREWORD

ThelCTAuthorityhasthemandatetosetandenforcelCTstandardsandguidelinesacrossallaspectsofi
nformationandcommunicationtechnologyincludingSystems, Infrastructure,Processes,HumanRe
sourcesandTechnologyforthepublicservice.Theoverallpurposeofthismandateistoensurecohere
ntandunifiedapproachtoacquisition,deployment,managementandoperationof ICTs across the
public service in order to achieve secure, efficient, flexible, integrated and cost-
effectivedeploymentanduseofICTs.

To achieve this mandate, the Authority established a standards committee to identify the
relevantstandard domains and oversee the standards development process. The committee
consulted andresearched broadly among subject matter experts to ensure conformity to
acceptable internationaland national industry best practices as well as relevance to the
Kenyan public service.Thecommittee eventually adopted the Kenya Bureau of Standards
(KEBS) format and procedure forstandards development. In an engagement founded on a
memorandum of understanding
KEBS, participatedinthedevelopmentoftheseStandardsandgaveinvaluableadviceandguidance.

TheElectronicRecordsManagementStandard,whichfallsundertheoverallGovernment Enterprise
Architecture (GEA), has therefore been prepared in accordance with KEBSstandards
development guidelines based on the international best practices
bystandardsdevelopmentorganizationsincludinglnternational Organization for standardization
(1SO).

The ICT Authority in consultation with Kenya National Archives and documentation Service
has the oversight role and responsibility for management, enforcement and review of this
standard. The Ministries, Departments, Agencies and Counties will be audited annually to
determine compliance.

The Authority shall issue a certificate for compliance to agencies upon inspection and
assessmentofthelevelofcompliancetothestandard.Fornon-
compliantagencies,areportdetailingtheextentofthedeviationandtheprevailingcircumstancessh
allbetabledbeforetheStandardsReviewBoardwhoshalladviseandmakerecommendations.

The ICT Authority management, conscious of the central and core role that standards play in
public service integration, fostering shared services and increasing value in ICT investments,
shall prioritize the adoption of this standard by all Government agencies. The Authority
therefore encourages agencies to adhere to this standard in order to obtain value from their
ICT investments.

Dr.KatherineW.Getao,EBS
ChiefExecutiveOfficer
ICTAuthority
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Introduction

Electronic government (e-government) has been considered as the use of ICTs for improving
the efficiency of government agencies and providing government services online. This has
since broadened to include use of ICT by government for conducting a wide range of
interactions with citizens and businesses. These online government transactions generate
electronic records that are provided and managed by archivists and records management
professionals. Therefore, there is need for strong collaboration between records
management and ICT professionals.

ThisstandardenvisagessoundmanagementofelectronicrecordsbyMCDAstoensuretheyhave the
following inherent characteristics:

— Authenticity-
therecordcanbeproventobewhatitpurportstobe,tohavebeencreatedorsentbythepersont
hatcreatedorsentit,andtohavebeencreatedorsentatthetimeitispurportedtohaveoccurre
d.

— Reliability - the record can be trusted as a full and accurate representation of the
transaction(s)towhichtheyattest,andcanbedependedoninthecourseofsubsequenttransa
ctions.

— Integrity - the record is complete and unaltered, and protected against unauthorised
alteration. This characteristic is also referred to as ‘inviolability’.

— Usability-therecordcanbelocated,retrieved, preservedandinterpreted

Generally,recordsmanagement;electronicorotherwiseprovidesabasisfor:
— Efficiency, effectiveness and continuity in service delivery
— Transparent,informedandqualityplanninganddecision-making;
— Verifiable demonstrating and account for organizational activities;
— Enhancing access to public information; and
— Maintainingtheconfidentialityandprivacyofnon-publicpersonalinformation

This Standard is therefore developed to provide guidance on management of electronic
records such that they meet the same requirements as their regular paper record
counterparts. Thus, digital objects created by email, word processing, spread sheet and
imaging applications (such as text documents, and still and moving images), where they are
identified to be of business value, should be managed within electronic records
management systems that meet the functional requirements in this standard. Records
managed by an electronic records management system may be stored on a variety of
different media formats, and may be managed in hybrid record aggregations that include
both electronic and non-electronic elements.
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1.0Scope

This standardsets out general aspects, capture and receipt, classification and
indexing,accesscontroland security, digital conversion and migration, and retention and disposal
of public electronic records (e-records).

2.0Applicability
This Standard applies to National Government, Constitutional Commissions and Independent
Offices and County Governments.

In this Standard, obligation is indicated by the following terms, when they are capitalised within
the text of the requirements:

Shall
Should
May
Can

3.0Normative References

The following standards contain provisions which, through reference in this text, constitute
provisions of this standard. All standards are subject to revision and, since any reference to a
standard is deemed a reference to the latest edition of that standard, parties to agreements
based on this standard are encouraged to take steps to ensure the use of the most recent
editions of the standards indicated below. Information on currently valid national and
international standards can be obtained from Kenya Bureau of Standards.

The normative references include:

— ISO 30300:2020. Information and documentation — Records management — Core
concepts and vocabulary.

— KS ISO 30301:2019. Information and documentation - Management systems for
records - Requirements

— 1SO 30302:2022. Information and documentation — Management systems for records
— Guidelines for implementation

— 1SO 15489-1:2016: Information and documentation - Records management - Concepts
and principles

— ISO/TR 15489-2:2001. Information and documentation — Records management —
Guidelines.

— 1SO 23081-1:2017. Information And Documentation - Records Management Processes -
Metadata for Records - Principles

— 1SO 23081-2:2021. Information and documentation. Metadata for managing records.

— KS ISO TR 18128:2014. Information and documentation — Risk assessment for records
processes and systems

— KS ISO/TR 21946:2018. Information and documentation — Appraisal for managing
records

— KS ISO 13008:2012. Information and documentation — Digital records conversion and
migration process
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4.0 Terms and Definitions
ForthepurposeofthisStandardthefollowingterms and definitionswillapply:

4.1 Access
Refers to right,opportunity, meansoffinding,usingorretrievinginformation

4.2 Agent

An
individual,workgrouporMDACresponsiblefor,orinvolvedinrecordcreation,capture
and/orrecordsmanagementprocesses

4.3 Aggregation
Aggregationofelectronicrecordsisanaccumulationofrelatedelectronicrecordentiti
esthatwhencombinedmayexistatalevelabovethatofasingularelectronicrecordobje
ct,forexamplea file or series.

4.4 Archives
These are collections of records that have been chosen for permanent or long-term
preservation due to their cultural, historical, or evidential importance.

4.5 BusinessClassificationScheme

Refer to a governance tool that organizes work of MDACs by function and by
activity, and helps with the proper management of records created

Classification

This is systematic identification and arrangement of business activities and their
records intocategories according to logically structured conventions, methods and
procedural rules.

Content

An element of record that provides basic data or information carried in a record;
substance of the record that captures sufficientinformation to provide evidence of
a business transaction

Context

An element of record that
providestherelationshipoftherecordtothebusinessandtechnicalenvironmentin
which it arises.

Conversion
Processofchangingrecordsfromoneformattoanother

Destruction
Refers to a disposal process whereby digital records, record plan entities and



their metadata are permanently removed, erased or obliterated but with
authorization and approval of the KNADS.

Disposition

This refers to range of processes associated with implementing records retention,
destruction, transfer or long-term preservation which are documented in
disposition authorities or other instruments

Document
Refer to documented information which can change from time to time but in a
controlled manner.

ElectronicDocuments

Refer to collectionofdata,whichmay be produced through originaloutput,
combinationofexistingdataor datareceivedfromoutsidetheorganizationsuch as viae-
mail,or scanning

ElectronicDocumentManagementSystem
Thisisanelectronicsystemthatcancollectandorganizedocumentsforstorage,retrieval,
and tracking purpose. They have ability to preserve and provide access to the
content,structure,andcontextoftherecords.

ElectronicRecords

Refer to recordsthatareinmachine-
readableform.Electronicrecordsmaybeanycombinationoftext,data, graphics,
images, video or audio information that is created, maintained, modified or
transmitted in digital form by a computer or related system.

ElectronicRecordsManagementSystem
Anautomatedsystemusedtomanagethecreation,use,maintenanceanddisposalofelectr
onicrecords. An E-records management systemshould be able tomaintain a record
alongwith itsassociatedmetadata.

Export
This is process of passing metadata of a digital record or a group of records are
from one system to another system; either within or beyond the organization.

Indexing
Refers to the process of describing and identifying documents or records in terms
of their subject contents

Longterm Preservation
Refer to preservation periodgreaterthanten(10) years

Metadata
Itisdatadescribingthecontent, context,andstructureofrecordsandtheir
management through continuum care.

Migration
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This is processofmovingrecordsfromonesystemtoanother,whilemaintainingtheir
authenticity,integrity, reliabilityandusability.

Record

Refer to informationcreated or received in any format
andmaintainedasevidenceandasanassetbyanorganizationorperson,inpursuitofleg
alobligationsorinthetransactionofbusiness.

RecordsManagement

Recordsmanagementisanintegratedframeworkofgovernancearrangements,archit
ectures, policies, processes,systems,toolsandtechniquesthatenablesorganisations
tocreateandmaintaintrustworthyevidenceofbusinessactivityintheformofrecords.

Rendering

Renderingistheproductionofahuman-
readablerepresentationofarecord,usuallytoavisual display screen or in hardcopy
format

Retrieving
Retrievingistheprocessofpreparingthelocatedrecordsforrenderingandviewing.

Redacting
Theprocessofmaskingordeletinginformationinarecord.

Structure

An element of record that provides the physical and logical format of records,
where logical format includes elements such as font type, font size, margin,
headers, labels; and logical format include how information is arranged.
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5.0Abbreviationsand Acronyms

ASCII
BCP
BS
EDMS
ERM
ERMS
GEA
GoK
ICT
ISO
KEBS
KS

KNADS Kenya National Archives and Documentation Service

MCDAs Ministries,Counties,StateDepartments,andAgencies

PDF

American StandardCodeforinformation Interchange
BusinessContinuityPlan

BusinessSystem
ElectronicDocumentManagementSystem
ElectronicRecordsManagement
ElectronicRecordsManagementSystem
GovernmentEnterprise Architecture
GovernmentofKenya

Information and Communication Technology
InternationalOrganizationforStandardization
KenyaBureauofStandards

KenyaStandard

PortableDocumentFormat

PDF/A PortableDocumentFormatArchive

PIN
PKI
RM
SGML
SSL
TR
VPN

PersonalldentificationNumbers
PublicKeylnfrastructure
RecordsManagement
StandardGeneralizedMarkupLanguage
SecureSocketsLayer

TechnicalReports

VirtualPrivateNetwork
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6.0 Managing Electronic Records

6.1 General Provisions

6.1.1 Ministries, Departments, Agencies and
Counties(s)shallestablishaRecordsManagementCommittee.

Thecommitteewill responsible for advisory on design, implementation and support of
electronic management systems in accordance to relevant standards.

The Committee shall draw membership from the following functions;
(i) Records Management or Archives
(i) ICT
(iii) Human Resource
(iv) Administration
(v) Finance and Accounting
(vi) Supply Chain Management
(vii) Legal Services
(viii) Planning

6.1.2 MCDAs shall develop and implement an electronic records management policy. Its
development will take into consideration:

— legal and regulatory requirements (see also, IT Governance standard);
— processes and business operations;

— business needs that should be addressed; and

— past practices in managing paper records that can be digitized.

6.1.3 MCDAs shallbuild requisite capacity to implement, use and support ERM system

6.1.4 Shall provide adequate resources to support Electronic Records management as
per work plans

6.1.5 MCDAs shall develop and implement clear procedures for the creation, receipt,
processing, maintenance, filing and disposition of e-records.

6.1.6 The MCDA shall clearly define the roles and responsibilities formanaging e-
records and ERMS.

6.1.7 MCDAs shall establish, implement and maintain a business classification scheme
that reflects their functions and business activities

6.2 Capture or Receipt of E-records

To ensure capture of electronic records that demonstrate inherent characteristics;
authenticity, reliability, integrity, and usability.

6.1.8 MDACs shall develop and document clear procedures for the receipt, creation,
processing, and filing of electronic records
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6.1.9 MCDAs shall designate a receiving device(s) for e-records. This should support
export, import or migration of the records (A “device” could mean a specific
server, e-mail address or website.)

6.1.10 There shall be mechanisms to authenticate senders and determine the
integrity of each type of e-record

6.1.11 There shall be measures to authenticate the identity of the sender based on
potential risk and legal requirements such as PIN, fingerprints, voice verification,
signature dynamics, retinal scans or electronic signature dynamics

6.1.12 There shall maintain measures to document the date and time of receipt
that is time stamp

6.1.13 There shall be means to confirm receipt of e- records

6.3 Classification and Indexing of E-records

6.1.14 Records classification should be applied to individual records, or at any
level of aggregation. E-records that are reclassified during their retention
period, the superseded classification metadata should be retained.

6.1.15 Indexing metadata shall be linked with records at the point of capture,
and/ or added asrequired throughout their existence (indexing metadata may
include title, time, date, subjects, location or personal hames)

6.4 Access Control and Security of E-records

6.1.16 Records shallbe classified as per the Government of Kenya Protective
Security manual (2018) - Top secret, secret, confidential and restricted

6.1.17 MCDAs shall:

(i) Define the rights of access, permissions and restrictions as applicable
(ii) Define roles and responsibilities of individuals involved in e-records
management in accordance to principle of separation of duties

(iii) Maintain physical and environmental security controls
(iv) Maintain logical access control mechanisms including authentication,
authorization, and accountability

6.1.18 MCDAs shall deploy ERM systems that have controlled storage or filing
systems that maintain the integrity and accessibility of e-records; and that allow
all records, volumes and aggregation records to be retrievable through searching
and navigation.

6.1.19 MCDAs shall develop and implement problem resolution procedures
including incident reporting and response procedures

6.1.20 MCDAs shall maintain contingency plan(s) that shall include but not limited
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to data backup, disaster recovery and business continuity

6.5 Digital Conversionand Migration

6.1.21 MCDAs shall plan, document and communicate the process of migration and
conversion between business and/or records systems, including the
decommissioning of the system(s), or from paper to digital formats (digitization),
to internal and external stakeholders.

6.1.22 The disposition of source records following a migration or conversion
process shall be duly authorized by the KNADS.

6.1.23 During migration or conversion, all record content and its associated
metadata in the originating system or format shall be retained until the process
is finished and the integrity and reliability of the destination system or format
have been controlled and secured.

6.1.24 Migration or conversion processes shall be audited, authorized or certified
by an ad-hoccommittee (the committee may include internal and external
stakeholders).

6.6 RetentionandDisposal of E-records

6.1.25 MCDAs shall develop and apply records retention and disposal schedules
duly approved by KNADS

6.1.26 MCDAs shall ensure electronic records management systems use standard
formats such as PDF, relational databases, ASCII, and SGML.

6.1.27 MCDAs shall ensure continued usability of e-records during their retention
period. These measures may include:maintaining appropriate and persistent
metadata about a record’s technical dependencies;converting records into
alternative formats; migrating records; retain documented information on
routine monitoring of storage conditions.

6.1.28 MDACs in consultation with KNADS shall undertake annual appraisal of
electronic records to inform disposition. MCDAS will accordingly;
— Transfer to KNADS records selected for permanent preservation
— Seek approval from KNADS to destroy records recommended for disposal

6.1.29 The following disposition actions may be applicable;

— Destruction of records and metadata;

— Transfer of control of records and metadata to an organization that has
assumed responsibility for the business activity through restructuring, sale,
privatization or other business change;

— Transfer of electronic records and metadata to the KNADS for permanent
preservation.

6.1.30 Electronic records destruction should be carried out in a way that ensures
complete destruction and which complies with any security or access restrictions
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on the record; and be documented

O
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TECHNICAL COMMITTEE REPRESENTATION

The following organizations were represented on the Technical Committee:
— State Department for Culture and Heritage
— Kenya National Archives and Documentation Service (KNADS)

— Information and Communication Technology (ICT) Authority
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