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1.2

2.1

2.2

A. General

In connection with the Specific Procurement Notice,
Request for Bids (RFB), specified in the Bid Data Sheet
(BDS), the Purchaser, as specified in the BDS, issues this
bidding document for the supply of Goods and, if applicable,
any Related Services incidental thereto, as specified in
Section VII, Schedule of Requirements. The name,
identification and number of lots (contracts) of this RFB are
specified in the BDS.

Throughout this bidding document:

(@) the term “in writing” means communicated in written
form (e.g., by mail, e-mail, fax, including if specified
in the BDS, distributed or received through the
electronic-procurement system used by the Purchaser)
with proof of receipt;

(b) if the context so requires, “singular” means “plural”
and vice versa; and

(c) “Day” means calendar day, unless otherwise specified
as “Business Day”. A Business Day is any day that is
an official working day of the Borrower. It excludes
the Borrower’s official public holidays.

The Borrower or Recipient (hereinafter called “Borrower”™)
specified in the BDS has applied for or received financing
(heremafter called “funds”) from the International Bank for
Reconstruction and Development or the International
Development Association (hereinafter called “the Bank™) in
an amount specified in the BDS, toward the project named
in the BDS. The Borrower intends to apply a portion of the
funds to eligible payments under the contract for which this
bidding document is issued.

Payment by the Bank will be made only at the request of the
Borrower and upon approval by the Bank in accordance with
the terms and conditions of the Loan (or other financing)
Agreement. The Loan (or other financing) Agreement
prohibits a withdrawal from the Loan account for the
purpose of any payment to persons or entities, or for any
import of goods, if such payment or import is prohibited by
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decision of the United Nations Security Council taken under
Chapter VII of the Charter of the United Nations. No party
other than the Borrower shall derive any rights from the
Loan (or other financing) Agreement or have any claim to
the proceeds of the Loan (or other financing).

3. Fraud and 3.1 The Bank requires compliance with the Bank’s Anti-
Corruption Corruption Guidelines and its prevailing sanctions policies
and procedures as set forth n the WBG’s Sanctions
Framework, as set forth in Section VI, Fraud and

Corruption.

3.2 In further pursuance of this policy, Bidders shall permit and
shall cause their agents (where declared or not),
subcontractors, subconsultants, service providers, suppliers,
and personnel, to permit the Bank to inspect all accounts,
records and other documents relating to any initial selection
process, prequalification process, bid submission, proposal
submission, and contract performance (in the case of award),
and to have them audited by auditors appointed by the Bank.

4. Eligible Bidders 4.1  ABidder may be a firm that is a private entity, a state-owned
enterprise or institution subject to ITB 4.6, or any
combination of such entities in the form of a joint venture
(JV) under an existing agreement or with the intent to enter
into such an agreement supported by a letter of intent. In the
case of a joint venture, all members shall be jointly and
severally liable for the execution of the entire Contract in
accordance with the Contract terms. The JV shall nominate
a Representative who shall have the authority to conduct all
business for and on behalf of any and all the members of the
JV during the Bidding process and, in the event the JV is
awarded the Contract, during contract execution. Unless
specified in the BDS, there is no limit on the number of
members in a JV.

4.2 A Bidder shall not have a conflict of interest. Any Bidder
found to have a conflict of interest shall be disqualified. A

Bidder may be considered to have a conflict of interest for
the purpose of this Bidding process, if the Bidder:

(a) directly or indirectly controls, is controlled by or is
under common control with another Bidder; or

(b) receives or has received any direct or indirect subsidy
from another Bidder; or

(c) has the same legal representative as another Bidder; or
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4.3

4.4

(d) has a relationship with another Bidder, directly or
through common third parties, that puts it in a position
to influence the Bid of another Bidder, or influence the
decisions of the Purchaser regarding this Bidding
process; or

(e) orany of its affiliates participated as a consultant in the
preparation of the design or technical specifications of
the works that are the subject of the Bid; or

(F) or any of its affiliates has been hired (or is proposed to
be hired) by the Purchaser or Borrower for the Contract
implementation; or

(9) would be providing goods, works, or non-consulting
services resulting from or directly related to consulting
services for the preparation or implementation of the
project specified in the BDS ITB 2.1 that it provided or
were provided by any affiliate that directly or indirectly
controls, is controlled by, or is under common control
with that firm; or

(h) has a close business or family relationship with a
professional staff of the Borrower (or of the project
implementing agency, or of a recipient of a part of the
loan) who: (i) are directly or indirectly involved in the
preparation of the bidding document or specifications
of the Contract, and/or the Bid evaluation process of
such Contract; or (ii) would be involved in the
implementation or supervision of such Contract unless
the conflict stemming from such relationship has been
resolved in a manner acceptable to the Bank throughout
the Bidding process and execution of the Contract.

A firm that is a Bidder (either individually or as a JV
member) shall not participate in more than one Bid, except
for permitted alternative Bids. This includes participation as
a subcontractor. Such participation shall result in the
disqualification of all Bids in which the firm is involved. A
firm that is not a Bidder or a JV member, may participate as
a subcontractor in more than one Bid.

A Bidder may have the nationality of any country, subject to
the restrictions pursuant to ITB 4.8. A Bidder shall be
deemed to have the nationality of a country if the Bidder is
constituted, incorporated or registered in and operates in
conformity with the provisions of the laws of that country,
as evidenced by its articles of incorporation (or equivalent
documents of constitution or association) and its registration
documents, as the case may be. This criterion also shall
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4.5

4.6

4.7

4.8

4.9

4.10

apply to the determination of the nationality of proposed
subcontractors or subconsultants for any part of the Contract
including related Services.

A Bidder that has been sanctioned by the Bank, pursuant to
the Bank’s Anti-Corruption Guidelines, in accordance with
its prevailing sanctions policies and procedures as set forth
in the WBG’s Sanctions Framework as described in Section
VI paragraph 2.2 d., shall be ineligible to be prequalified for,
initially selected for, bid for, propose for, or be awarded a
Bank-financed contract or benefit from a Bank-financed
contract, financially or otherwise, during such period of time
asthe Bank shall have determined. The list of debarred firms
and individuals is available at the electronic address
specified in the BDS.

Bidders that are state-owned enterprises or institutions in the
Purchaser’s Country may be eligible to compete and be
awarded a Contract(s) only if they can establish, in a manner
acceptable to the Bank, that they (i) are legally and
financially autonomous (i) operate under commercial law,
and (iii) are not under supervision of the Purchaser.

A Bidder shall not be under suspension from Bidding by the

Purchaser as the result of the operation of a Bid—Securing
Declaration or Proposal-Securing Declaration.

Firms and individuals may be ineligible if so indicated in
Section V, Eligible Countries, and (a) as a matter of law or
official regulations, the Borrower’s country prohibits
commercial relations with that country, provided that the
Bank is satisfied that such exclusion does not preclude
effective competition for the supply of goods or the
contracting of works or services required; or (b) by anact of
compliance with a decision of the United Nations Security
Council taken under Chapter VI of the Charter of the United
Nations, the Borrower’s country prohibits any import of
goods or contracting of works or services from that country,
or any payments to any country, person, or entity in that
country.

A Bidder shall provide such documentary evidence of

eligibility satisfactory to the Purchaser, as the Purchaser
shall reasonably request.

A firm that is under a sanction of debarment by the Borrower
from being awarded a contract is eligible to participate in
this procurement, unless the Bank, at the Borrower’s
request, is satisfied that the debarment;



Section | — Instructions to Bidders (ITB)

11

5. Eligible Goods and 5.1
Related Services

5.2

5.3

(a) relates to fraud or corruption; and

(b) followed a judicial or administrative proceeding that
afforded the firm adequate due process.

All the Goods and Related Services to be supplied under the
Contract and financed by the Bank may have their origin in
any country in accordance with Section V, Eligible
Countries.

For purposes of this ITB, the term “goods” includes
commodities, raw material, machinery, equipment, and
industrial plants; and “related services” includes services
such as insurance, installation, training, and initial
maintenance.

The term “origin” means the country where the goods have
been mined, grown, cultivated, produced, manufactured or
processed; or, through manufacture, processing, or
assembly, another commercially recognized article results
that differs substantially in its basic characteristics from its
components.

B. Contents of Request for Bids Document

6. Sections of Bidding 6.1
Document

The bidding document consist of Parts 1, 2, and 3, which
include all the sections indicated below, and should be read

in conjunction with any Addenda issued in accordance with
ITB 8.

PART 1 Bidding Procedures
e  Section | - Instructions to Bidders (ITB)
e Section Il - Bidding Data Sheet (BDS)

e Section Il - Evaluation and Qualification
Criteria

e Section IV - Bidding Forms
e Section V - Eligible Countries

e Section VI - Fraud and Corruption

PART 2 Supply Requirements
e Section VII - Schedule of Requirements
PART 3 Contract

e Section VIII - General Conditions of Contract
(GCC)
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7. Clarification of
Bidding Document

8. Amendment of
Bidding Document

6.2

6.3

6.4

8.1

8.2

e  Section IX - Special Conditions of Contract
(SCC)

e Section X - Contract Forms

The Specific Procurement Notice, Request for Bids (RFB),
issued by the Purchaser is not part of this bidding document.

Unless obtained directly from the Purchaser, the Purchaser
is not responsible for the completeness of the document,
responses to requests for clarification, the Minutes of the
pre-Bid meeting (if any), or Addenda to the bidding
document in accordance with ITB 8. In case of any
contradiction, documents obtained directly from the
Purchaser shall prevail.

The Bidder is expected to examine all instructions, forms,
terms, and specifications in the bidding document and to
furnish with its Bid all information or documentation as is
required by the bidding document.

A Bidder requiring any clarification of the bidding
document shall contact the Purchaser in writing at the
Purchaser’s address specified in the BDS. The Purchaser
will respond in writing to any request for clarification,
provided that such request is received prior to the deadline
for submission of Bids within aperiod specified in the BDS.
The Purchaser shall forward copies of its response to all
Bidders who have acquired the bidding document in
accordance with ITB 6.3, including a description of the
inquiry but without identifying its source. If so specified in
the BDS, the Purchaser shall also promptly publish its
response at the web page identified in the BDS. Should the
clarification result in changes to the essential elements of the
bidding document, the Purchaser shall amend the bidding

document following the procedure under ITB 8 and ITB
22.2.

Atany time prior to the deadline for submission of Bids, the

Purchaser may amend the bidding document by issuing
addenda.

Any addendum issued shall be part of the bidding document
and shall be communicated in writing to all who have
obtained the bidding document from the Purchaser in
accordance with ITB 6.3. The Purchaser shall also promptly

publish the addendum on the Purchaser’s web page in
accordance with ITB 7.1.
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9. CostofBidding

10. Language of Bid

11. Documents
Comprising the Bid

8.3

9.1

10.1

11.1

To give prospective Bidders reasonable time in which to
take an addendum into account in preparing their Bids, the
Purchaser may, at its discretion, extend the deadline for the
submission of Bids, pursuant to ITB 22.2.

C. Preparation of Bids

The Bidder shall bear all costs associated with the
preparation and submission of its Bid, and the Purchaser

shall not be responsible or liable for those costs, regardless
of the conduct or outcome of the Bidding process.

The Bid, as well as all correspondence and documents
relating to the Bid exchanged by the Bidder and the
Purchaser, shall be written in the language specified in the
BDS. Supporting documents and printed literature that are
part of the Bid may be in another language provided they are
accompanied by an accurate translation of the relevant
passages into the language specified in the BDS, in which
case, for purposes of interpretation of the Bid, such
translation shall govern.

The Bid shall comprise the following:
(@) Letter of Bid prepared in accordance with ITB 12;

(b) Price Schedules: completed in accordance with ITB 12
and ITB 14;

(c) Bid Security or Bid-Securing Declaration, in
accordance with ITB 19.1;

(d) Alternative Bid: if permissible, in accordance with
ITB 13;

(e) Authorization: written confirmation authorizing the
signatory of the Bid to commit the Bidder, in
accordance with ITB 20.3;

(f) Qualifications: documentary evidence in accordance
with ITB 17 establishing the Bidder’s qualifications to
perform the Contract if its Bid is accepted,

() Bidder’s Eligibility: documentary evidence in
accordance with ITB 17 establishing the Bidder’s
eligibility to bid;

(h) Eligibility of Goods and Related Services:
documentary evidence in accordance with ITB 16,
establishing the eligibility of the Goods and Related
Services to be supplied by the Bidder;
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12. Letter of Bid and
Price Schedules

13. Alternative Bids

14.Bid Prices and
Discounts

11.2

11.3

12.1

13.1

14.1

14.2

14.3

14.4

14.5

() Conformity: documentary evidence in accordance
with ITB 16 and 30, that the Goods and Related
Services conform to the bidding document; and

() any other document required in the BDS.

In addition to the requirements under ITB 11.1, Bids
submitted by a JV shall include a copy of the Joint Venture
Agreement entered into by all members. Alternatively, a
letter of intent to execute a Joint Venture Agreement in the
event of a successful Bid shall be signed by all members and
submitted with the Bid, together with a copy of the proposed
Agreement.

The Bidder shall furnish in the Letter of Bid information on
commissions and gratuities, if any, paid or to be paid to
agents or any other party relating to this Bid.

The Letter of Bid and Price Schedules shall be prepared
using the relevant forms furnished in Section IV, Bidding
Forms. The forms must be completed without any
alterations to the text, and no substitutes shall be accepted
except as provided under 1TB 20.3. All blank spacesshall be
filled in with the information requested.

Unless otherwise specified in the BDS, alternative Bids
shall not be considered.

The prices and discounts quoted by the Bidder in the Letter

of Bid and in the Price Schedules shall conform to the
requirements specified below.

All lots (contracts) and items must be listed and priced
separately in the Price Schedules.

The price to be quoted in the Letter of Bid in accordance
with ITB 12.1 shall be the total price of the Bid, excluding
any discounts offered.

The Bidder shall quote any discounts and indicate the

methodology for their application in the Letter of Bid, in
accordance with 1TB 12.1.

Prices quoted by the Bidder shall be fixed during the
Bidder’s performance of the Contract and not subject to
variation on any account, unless otherwise specified in the
BDS. A Bid submitted with an adjustable price quotation
shall be treated as nonresponsive and shall be rejected,
pursuant to ITB 29. However, if in accordance with the
BDS, prices quoted by the Bidder shall be subject to
adjustment during the performance of the Contract, a Bid
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14.6

14.7

14.8

submitted with a fixed price quotation shall not be rejected,
but the price adjustment shall be treated as zero.

If so specified in ITB 1.1, Bids are being invited for
individual lots (contracts) or for any combination of lots
(packages). Unless otherwise specified in the BDS, prices
quoted shall correspond to 100 % of the items specified for
eachlot and to 100% of the quantities specified for eachitem
of a lot. Bidders wishing to offer discounts for the award of
more than one Contract shall specify in their Bid the price
reductions applicable to each package, or alternatively, to
individual Contracts within the package. Discounts shall be
submitted in accordance with 1TB 14.4 provided the Bids for
all lots (contracts) are opened at the same time.

The terms EXW, CIP, and other similar terms shall be
governed by the rules prescribed in the current edition of

Incoterms, published by the International Chamber of
Commerce, as specified in the BDS.

Prices shall be quoted as specified in each Price Schedule
included in Section 1V, Bidding Forms. The disaggregation
of price components is required solely for the purpose of
facilitating the comparison of Bids by the Purchaser. This
shall not in any way limit the Purchaser’s right to contract
on any of the terms offered. In quoting prices, the Bidder
shall be free to use transportation through carriers registered
in any eligible country, in accordance with Section V,
Eligible Countries. Similarly, the Bidder may obtain
insurance services from any eligible country in accordance
with Section V, Eligible Countries. Prices shall be entered
in the following manner:

(@) For Goods manufactured in the Purchaser’s Country:

(i) the price of the Goods quoted EXW (ex-works,
ex-factory, ex warehouse, ex showroom, or off-
the-shelf, as applicable), including all customs
duties and sales and other taxes already paid or
payable on the components and raw material used
in the manufacture or assembly of the Goods;

(i) any Purchaser’s Country sales tax and other taxes
which will be payable on the Goods if the
Contract is awarded to the Bidder; and

(iii) the price for inland transportation, insurance, and
other local services required to convey the Goods to
their final destination (Project Site) specified in the
BDS.
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15. Currencies ofBid
and Payment

15.1

(b) For Goods manufactured outside the Purchaser’s
Country, to be imported:

(©)

(d)

()

(ii)

the price of the Goods, quoted CIP named place

of destination, in the Purchaser’s Country, as
specified in the BDS;

the price for inland transportation, insurance, and
other local services required to convey the Goods

from the named place of destination to their final
destination (Project Site) specified in the BDS;

For Goods manufactured outside the Purchaser’s
Country, already imported:

(i

(i)

(i)

(iv)

v)

the price of the Goods, including the original
import value of the Goods; plus, any mark-up (or
rebate); plus any other related local cost, and
custom duties and other import taxes already paid
or to be paid on the Goods already imported;

the custom duties and other import taxes already
paid (need to be supported with documentary

evidence) or to be paid on the Goods already
imported;

the price of the Goods, obtained as the difference
between (i) and (ii) above;

any Purchaser’s Country sales and other taxes
which will be payable on the Goods if the
Contract is awarded to the Bidder; and

the price for inland transportation, insurance, and
other local services required to convey the Goods
to their final destination (Project Site) specified
in the BDS.

for Related Services, other than inland transportation
and other services required to convey the Goods to
their final destination, whenever such Related Services
are specified in the Schedule of Requirements, the
price of each item comprising the Related Services
(inclusive of any applicable taxes).

The currency(ies) of the Bid and the currency(ies) of
payments shall be the same. The Bidder shall quote in the
currency of the Purchaser’s Country the portion of the Bid
price that corresponds to expenditures incurred in the
currency of the Purchaser’s Country, unless otherwise
specified in the BDS.
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16. Documents
Establishing the
Eligibility and
Conformity of the
Goods and Related
Services

17.Documents
Establishing the
Eligibility and
Quialifications of the
Bidder

15.2

16.1

16.2

16.3

16.4

16.5

17.1

The Bidder may express the Bid price in any currency. If the
Bidder wishes to be paid in a combination of amounts in
different currencies, it may quote its price accordingly but
shall use no more than three foreign currencies in addition
to the currency of the Purchaser’s Country.

To establish the eligibility of the Goods and Related
Services in accordance with ITB 5, Bidders shall complete

the country of origin declarations in the Price Schedule
Forms, included in Section 1V, Bidding Forms.

To establish the conformity of the Goods and Related
Services to the bidding document, the Bidder shall furnish
as part of its Bid the documentary evidence that the Goods
conform to the technical specifications and standards
specified in Section VI, Schedule of Requirements.

The documentary evidence may be in the form of literature,
drawings or data, and shall consist of a detailed item by item
description of the essential technical and performance
characteristics of the Goods and Related Services,
demonstrating substantial responsiveness of the Goods and
Related Services to the technical specification, and if
applicable, a statement of deviations and exceptions to the
provisions of the Section VI, Schedule of Requirements.

The Bidder shall also furnish a list giving full particulars,
including available sources and current prices of spare parts,
special tools, etc., necessary for the proper and continuing
functioning of the Goods during the period specifiedin the
BDS following commencement of the use of the goods by
the Purchaser.

Standards for workmanship, process, material, and
equipment, as well as references to brand names or
catalogue numbers specified by the Purchaser in the
Schedule of Requirements, are intended to be descriptive
only and not restrictive. The Bidder may offer other
standards of quality, brand names, and/or catalogue
numbers, provided that it demonstrates, to the Purchaser’s
satisfaction, that the substitutions ensure substantial
equivalence or are superior to those specified in the Section
VI, Schedule of Requirements.

To establish Bidder’s eligibility in accordance with ITB 4,

Bidders shall complete the Letter of Bid, included in Section
IV, Bidding Forms.
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18. Period of Validity of
Bids

17.2

18.1

18.2

18.3

The documentary evidence of the Bidder’s qualifications to
perform the Contract if its Bid is accepted shall establish to
the Purchaser’s satisfaction:

(@) that, if required in the BDS, a Bidder that does not
manufacture or produce the Goods it offers to supply
shall submit the Manufacturer’s Authorization using the
form included in Section IV, Bidding Forms to
demonstrate that it has been duly authorized by the
manufacturer or producer of the Goods to supply these
Goods in the Purchaser’s Country;

(b) that, if required in the BDS, in case of a Bidder not
doing business within the Purchaser’s Country, the
Bidder is or will be (if awarded the Contract)
represented by an Agent in the country equipped and
able to carry out the Supplier’s maintenance, repair and
spare parts-stocking obligations prescribed in the
Conditions of  Contract and/or  Technical
Specifications; and

(c) that the Bidder meets eachof the qualification criterion
specified in Section 111, Evaluation and Qualification
Criteria.

Bids shall remain valid until the date specifiedin the BDS
or any extended date if amended by the Purchaser in
accordance with ITB 8. A Bid that is not valid until the date
specifiedin the BDS, or any extended date if amended by
the Purchaser in accordance with 1TB 8, shall be rejected by
the Purchaser as nonresponsive.

In exceptional circumstances, prior to the expiry of the Bid
validity, the Purchaser may request Bidders to extend the
period of validity of their Bids. The request and the
responses shall be made in writing. If a Bid Security is
requested in accordance with ITB 19, it shall also be
extended for a corresponding period. A Bidder may refuse
the request without forfeiting its Bid Security. A Bidder
granting the request shall not be required or permitted to
modify its Bid, except as provided in ITB 18.3.

If the award is delayed by a period exceeding fifty-six (56)

days beyond the expiry of the initial Bid validity period, the
Contract price shall be determined as follows:

(@) in the case of fixed price contracts, the Contract price
shall be the Bid price adjusted by the factor specified in
the BDS;
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19.Bid Security

19.1

19.2

19.3

19.4

19.5

(b) in the case of adjustable price contracts, no adjustment
shall be made;

(c) in any case, Bid evaluation shall be based on the Bid
price without taking into consideration the applicable
correction from those indicated above.

The Bidder shall furnish as part of its Bid, either a Bid-
Securing Declaration or a Bid Security, as specified in the
BDS, in original form and, in the case of a Bid Security, in
the amount and currency specified in the BDS.

A Bid Securing Declaration shall use the form included in
Section 1V, Bidding Forms.

If a Bid Security is specified pursuant to ITB 19.1, the Bid
Security shall be a demand guarantee in any of the following
forms at the Bidder’s option:

(@) an unconditional guarantee issued by a bank or non-

bank financial institution (such as an insurance,
bonding or surety company);

(b) anirrevocable letter of credit;
(c) acashier’s or certified check; or
(d) another security specified in the BDS,

from a reputable source, and an eligible country. If an
unconditional guarantee is issued by a non-bank financial
institution located outside the Purchaser’s Country, the issuing
non-bank financial institution shall have a correspondent
financial institution located in the Purchaser’s Country to make
it enforceable unless the Purchaser has agreed in writing, prior
to Bid submission, thata correspondent financial institution is
not required. In the case of a bank guarantee, the Bid Security
shall be submitted either using the Bid Security Form included
in Section 1V, Bidding Forms, or in another substantially
similar format approved by the Purchaser prior to Bid
submission. The Bid Security shall be valid for twenty-eight
(28) days beyond the original date of expiry of the Bid validity,
or beyond any extended date if requested under ITB 18.2.

If a Bid Security is specified pursuant to ITB 19.1, any Bid
not accompanied by a substantially responsive Bid Security
shall be rejected by the Purchaser as non-responsive.

If a Bid Security is specified pursuant to ITB 19.1, the Bid
Security of unsuccessful Bidders shall be returned as
promptly as possible upon the successful Bidder’s signing
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20. Format and Signing
of Bid

19.6

19.7

19.8

19.9

20.1

the Contract and furnishing the Performance Security
pursuant to 1TB 46.

The Bid Security of the successful Bidder shall be returned
as promptly as possible once the successful Bidder has
signed the Contract and furnished the required Performance
Security.

The Bid Security may be forfeited:

(a) if a Bidder withdraws its Bid prior to the expiry date of
Bid validity specified by the Bidder on the Letter of
Bid or any extended date provided by the Bidder; or

(b) if the successful Bidder fails to:
(i) sign the Contract in accordance with ITB 45; or

(i)  furnish a Performance Security in accordance
with ITB 46.

The Bid Security or Bid- Securing Declaration of a JV must
be in the name of the JV that submits the Bid. If the JV has
not been legally constituted into a legally enforceable JV at
the time of Bidding, the Bid Security or Bid-Securing
Declaration shall be in the names of all future members as
named in the letter of intent referredto in ITB 4.1 and ITB
11.2.

If a Bid Security is not required in the BDS, pursuant to ITB
19.1, and

(@) if a Bidder withdraws its Bid during the period of Bid
validity specified by the Bidder on the Letter of Bid, or
any extended date provided by the Bidder; or

(b) if the successful Bidder fails to: sign the Contract in

accordance with ITB 45; or furnish a performance
security in accordance with ITB 46;

the Borrower may, if provided for in the BDS, declare the
Bidder ineligible to be awarded a contract by the Purchaser
for a period of time as stated in the BDS.

The Bidder shall prepare one original of the documents
comprising the Bid as described in ITB 11 and clearly mark
it “ORIGINAL.” Alternative Bids, if permitted in accordance
with ITB 13, shall be clearly marked “ALTERNATIVE.” In
addition, the Bidder shall submit copies of the Bid, in the
number specified in the BDS and clearly mark them
“Copy.” In the event of any discrepancy between the
original and the copies, the original shall prevail.
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20.2

20.3

20.4

20.5

Bidders shall mark as “CONFIDENTIAL” information in
their Bids which is confidential to their business. This may
include  proprietary information, trade secrets, or
commercial or financially sensitive information.

The original and all copies of the Bid shall be typed or
written in indelible ink and shall be signed by a person duly
authorized to sign on behalf of the Bidder. This
authorization shall consist of a written confirmation as
specified in the BDS and shall be attached to the Bid. The
name and position held by each person signing the
authorization must be typed or printed below the signature.
All pages of the Bid where entries or amendments have been
made shall be signed or initialed by the person signing the
Bid.

In case the Bidder is a JV, the Bid shall be signed by an
authorized representative of the JV on behalf of the JV, and
so as to be legally binding on all the members as evidenced
by a power of attorney signed by their legally authorized
representatives.

Any inter-lineation, erasures, or overwriting shall be valid
only if they are signed or initialed by the person signing the
Bid.

D. Submission and Opening of Bids

21. Sealing and Marking 21.1 The Bidder shall deliver the Bid in a single, sealed envelope

of Bids

21.2

(one-envelope Bidding process). Within the single envelope

the Bidder shall place the following separate, sealed
envelopes:

(@ in an envelope marked “ORIGINAL”, all documents
comprising the Bid, as described in ITB 11; and

(b) in an envelope marked “CoOPIES”, all required copies of
the Bid; and,

(c) if alternative Bids are permitted in accordance with ITB
13, and if relevant:

I. in an envelope marked “ORIGINAL -ALTERNATIVE”,
the alternative Bid; and

ii. in the envelope marked “COPIES — ALTERNATIVE
BID” all required copies of the alternative Bid.

The inner and outer envelopes, shall:
(@) bear the name and address of the Bidder;
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22.Deadline for
Submission of Bids

23. Late Bids

24. Withdrawal,

Substitution, and
Modification of Bids

21.3

22.1

22.2

23.1

24.1

(b) be addressed to the Purchaser in accordance with ITB
22.1;

(c) bear the specific identification of this Bidding process
indicated in ITB 1.1; and

(d) bearawarning not to open before the time and date for
Bid opening.

If all envelopes are not sealed and marked as required, the
Purchaser will assume no responsibility for the
misplacement or premature opening of the Bid.

Bids must be received by the Purchaser at the address and
no later than the date and time specified in the BDS. When
so specified in the BDS, Bidders shall have the option of
submitting their Bids electronically. Bidders submitting
Bids electronically shall follow the electronic Bid
submission procedures specified in the BDS.

The Purchaser may, at its discretion, extend the deadline for
the submission of Bids by amending the bidding document
in accordance with ITB 8, in which case all rights and
obligations of the Purchaser and Bidders previously subject

to the deadline shall thereafter be subject to the deadline as
extended.

The Purchaser shall not consider any Bid that arrives after
the deadline for submission of Bids, in accordance with ITB
22. Any Bid received by the Purchaser after the deadline for
submission of Bids shall be declared late, rejected, and
returned unopened to the Bidder.

A Bidder may withdraw, substitute, or modify its Bid after
it has been submitted by sending a written notice, duly
signed by an authorized representative, and shall include a
copy of the authorization (the power of attorney) in
accordance with ITB 20.3, (except that withdrawal notices
do not require copies). The corresponding substitution or
modification of the Bid must accompany the respective
written notice. All notices must be:

(a) prepared and submitted in accordance with ITB 20 and
21 (except that withdrawal notices do not require
copies), and in addition, the respective envelopes shall
be clearly marked “WITHDRAWAL,” “SUBSTITUTION,”
or “MODIFICATION;” and
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25.Bid Opening

24.2

24.3

25.1

25.2

25.3

25.4

25.5

(b) received by the Purchaser prior to the deadline
prescribed for submission of Bids, in accordance with
ITB 22.

Bids requested to be withdrawn in accordance with ITB 24.1
shall be returned unopened to the Bidders.

No Bid may be withdrawn, substituted, or modified in the
interval between the deadline for submission of Bids and the

expiration of the period of Bid validity specified by the
Bidder on the Letter of Bid or any extension thereof.

Except as in the cases specified in ITB 23 and ITB 24.2, the
Purchaser shall, at the Bid opening, publicly open and read
out all Bids received by the deadline at the date, time and
place specified in the BDS in the presence of Bidders’
designated representatives and anyone who chooses to
attend Any specific electronic Bid opening procedures
required if electronic bidding is permitted in accordance
with ITB 22.1, shall be as specified in the BDS.

First, envelopes marked “WITHDRAWAL” shall be opened
and read out and the envelope with the corresponding Bid
shall not be opened, but returned to the Bidder. If the
withdrawal envelope does not contain a copy of the “power
of attorney” confirming the signature as a person duly
authorized to sign on behalf of the Bidder, the corresponding
Bid will be opened. No Bid withdrawal shall be permitted
unless the corresponding withdrawal notice contains a valid
authorization to request the withdrawal and is read out at Bid
opening.

Next, envelopes marked “SUBSTITUTION” shall be opened
and read out and exchanged with the corresponding Bid
being substituted, and the substituted Bid shall not be
opened, but returned to the Bidder. No Bid substitution shall
be permitted unless the corresponding substitution notice
contains a valid authorization to request the substitution and
is read out at Bid opening.

Next, envelopes marked “MODIFICATION” shall be opened
and read out with the corresponding Bid. No Bid
modification shall be permitted unless the corresponding
modification notice contains a valid authorization to request
the modification and is read out at Bid opening.

Next, all remaining envelopes shall be opened one at a time,
reading out: the name of the Bidder and whether there is a
modification; the total Bid Prices, per lot (contract) if
applicable, including any discounts and alternative Bids; the
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26. Confidentiality

25.6

25.7

25.8

25.9

presence or absence of a Bid Security, if required; and any
other details as the Purchaser may consider appropriate.

Only Bids, alternative Bids and discounts that are opened
and read out at Bid opening shall be considered further in
the evaluation. The Letter of Bid and the Price Schedules are
to be initialed by representatives of the Purchaser attending
Bid opening in the manner specified in the BDS.

The Purchaser shall neither discuss the merits of any Bid nor
reject any Bid (except for late Bids, in accordance with ITB
23.1).

The Purchaser shall prepare a record of the Bid opening that
shall include, as a minimum:

(@) the name of the Bidder and whether there is a
withdrawal, substitution, or modification;

(b) the Bid Price, per lot (contract) if applicable, including
any discounts;

(c) any alternative Bids;

(d) the presence or absence of a Bid Security or Bid-
Securing Declaration if one was required.

The Bidders’ representatives who are present shall be
requested to sign the record. The omission of a Bidder’s
signature on the record shall not invalidate the contents and
effect of the record. A copy of the record shall be distributed
to all Bidders.

E. Evaluation and Comparison of Bids

26.1

26.2

26.3

Information relating to the evaluation of Bids and
recommendation of contract award, shall not be disclosed to
Bidders or any other persons not officially concerned with
the Bidding process until the information on Intention to
Award the Contract is transmitted to all Bidders in
accordance with ITB 40.

Any effort by a Bidder to influence the Purchaser in the
evaluation or contract award decisions may result in the
rejection of its Bid.

Notwithstanding ITB 26.2, from the time of Bid opening to
the time of Contract Award, if any Bidder wishes to contact
the Purchaser on any matter related to the Bidding process,
it should do so in writing.
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27.Clarification of Bids

28. Deviations,
Reservations, and
Omissions

29. Determination of
Responsiveness

27.1

27.2

28.1

29.1

29.2

To assist in the examination, evaluation, comparison of the
Bids, and qualification of the Bidders, the Purchaser may, at
its discretion, ask any Bidder for a clarification of its Bid.
Any clarification submitted by a Bidder in respectto its Bid
and that is not in response to a request by the Purchaser shall
not be considered. The Purchaser’s request for clarification
and the response shall be in writing. No change, including
any voluntary increase or decrease, in the prices or substance
of the Bid shall be sought, offered, or permitted, except to
confirm the correction of arithmetic errors discovered by the
Purchaser in the Evaluation of the Bids, in accordance with
ITB 31.

If a Bidder does not provide clarifications of its Bid by the
date and time set in the Purchaser’s request for clarification,
its Bid may be rejected.

During the evaluation of Bids, the following definitions
apply:

(@) “Deviation” is a departure from the requirements
specified in the bidding document;

(b) “Reservation” is the setting of limiting conditions or
withholding  from complete acceptance of the
requirements specified in the bidding document; and

(c) “Omission” is the failure to submit part or all of the
information or documentation required in the bidding
document.

The Purchaser’s determination of a Bid’s responsiveness is

to be based on the contents of the Bid itself, as defined in
ITB 11.

A substantially responsive Bid is one that meets the
requirements of the bidding document without material
deviation, reservation, or omission. A material deviation,
reservation, or omission is one that:

(@) if accepted, would:

(i) affectin any substantial way the scope, quality, or
performance of the Goods and Related Services
specified in the Contract; or

(i) limit in any substantial way, inconsistent with the

bidding document, the Purchaser’s rights or the
Bidder’s obligations under the Contract; or
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30. Nonconformities,

Errors and
Omissions

31. Correction of
Arithmetical Errors

29.3

29.4

30.1

30.2

30.3

311

(b) if rectified, would unfairly affect the competitive
position of other Bidders presenting substantially
responsive Bids.

The Purchaser shall examine the technical aspects of the Bid
submitted in accordance with ITB 16 and ITB 17, in
particular, to confirm that all requirements of Section VII,
Schedule of Requirements have been met without any
material deviation or reservation, or omission.

If a Bid is not substantially responsive to the requirements
of bidding document, it shall be rejected by the Purchaser
and may not subsequently be made responsive by correction
of the material deviation, reservation, or omission.

Provided that a Bid is substantially responsive, the
Purchaser may waive any nonconformities in the Bid.

Provided that a Bid is substantially responsive, the
Purchaser may request that the Bidder submit the necessary
information or documentation, within a reasonable period of
time, to rectify nonmaterial nonconformities or omissions in
the Bid related to documentation requirements.  Such
omission shall not be related to any aspect of the price of the
Bid. Failure of the Bidder to comply with the request may
result in the rejection of its Bid.

Provided that a Bid is substantially responsive, the
Purchaser shall  rectify  quantifiable nonmaterial
nonconformities related to the Bid Price. To this effect, the
Bid Price shall be adjusted, for comparison purposes only,
to reflect the price of a missing or non-conforming item or
component, by adding the average price of the item or
component quoted by substantially responsive Bidders. If
the price of the item or component cannot be derived from
the price of other substantially responsive Bids, the
Purchaser shall use its best estimate.

Provided that the Bid is substantially responsive, the

Purchaser shall correct arithmetical errors on the following
basis:

(a) if there is a discrepancy between the unit price and the
line item total that is obtained by multiplying the unit
price by the quantity, the unit price shall prevail and
the line item total shall be corrected, unless in the
opinion of the Purchaser there is an obvious
misplacement of the decimal point in the unit price, in
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32.Conversionto Single
Currency

33. Margin of
Preference

34.Evaluation of Bids

31.2

32.1

33.1

34.1

34.2

which case the line item total as quoted shall govern
and the unit price shall be corrected,;

(b) if there is an error in a total corresponding to the
addition or subtraction of subtotals, the subtotals shall
prevail and the total shall be corrected; and

(c) if thereis a discrepancy between words and figures, the
amount in words shall prevail, unless the amount
expressed in words is related to an arithmetic error, in
which case the amount in figures shall prevail subject
to (a) and (b) above.

Bidders shall be requested to accept correction of
arithmetical errors. Failure to accept the correction in
accordance with ITB 31.1, shall result in the rejection of the
Bid.

For evaluation and comparison purposes, the currency(ies)
of the Bid shall be converted in asingle currency as specified
in the BDS.

Unless otherwise specified in the BDS, a margin of
preference shall not apply.

The Purchaser shall use the criteria and methodologies listed
in this ITB and Section Ill, Evaluation and Qualification
criteria. No other evaluation criteria or methodologies shall
be permitted. By applying the criteria and methodologies,
the Purchaser shall determine the Most Advantageous Bid.
This is the Bid of the Bidder that meets the qualification
criteria and whose Bid has been determined to be:

(@) substantially responsive to the bidding document; and
(b) the lowest evaluated cost.

To evaluate a Bid, the Purchaser shall consider the
following:

(@) evaluation will be done for Items or Lots (contracts),
as specified in the BDS; and the Bid Price as quoted
in accordance with ITB 14;

(b) price adjustment for correction of arithmetic errors in
accordance with ITB 31.1;

(c) price adjustment due to discounts offered in
accordance with 1TB 14.4;
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34.3

34.4

34.5

34.6

(d) converting the amount resulting from applying (a) to
(c) above, if relevant, to a single currency in
accordance with ITB 32;

(e) price adjustment due to quantifiable nonmaterial
nonconformities in accordance with ITB 30.3; and

(f) the additional evaluation factors are specified in
Section 111, Evaluation and Qualification Criteria.

The estimated effect of the price adjustment provisions of
the Conditions of Contract, applied over the period of
execution of the Contract, shall not be taken into account in
Bid evaluation.

If this bidding document allows Bidders to quote separate
prices for different lots (contracts), the methodology to
determine the lowest evaluated cost of the lot (contract)
combinations, including any discounts offered in the Letter
of Bid, is specified in Section Ill, Evaluation and
Qualification Criteria.

The Purchaser’s evaluation of a Bid will exclude and not
take into account:

(@) in the case of Goods manufactured in the Purchaser’s
Country, sales and other similar taxes, which will be
payable on the goods if a contract is awarded to the
Bidder;

(b) in the case of Goods manufactured outside the
Purchaser’s Country, already imported or to be
imported, customs duties and other import taxes levied
on the imported Good, sales and other similar taxes,
which will be payable on the Goods if the contract is
awarded to the Bidder;

(c) any allowance for price adjustment during the period
of execution of the contract, if provided in the Bid.

The Purchaser’s evaluation of a Bid may require the
consideration of other factors, in addition to the Bid Price
quoted in accordance with ITB 14. These factors may be
related to the characteristics, performance, and terms and
conditions of purchase of the Goods and Related Services.
The effect of the factors selected, if any, shall be expressed
in monetary terms to facilitate comparison of Bids, unless
otherwise specified in the BDS from amongst those set out
in Section 1ll, Evaluation and Qualification Criteria. The
criteria and methodologies to be used shall be as specified in
ITB 34.2(f).
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35. Comparison of Bids

36. Abnormally Low
Bids

37. Qualification of the
Bidder

35.1

36.1

36.2

36.3

37.1

37.2

The Purchaser shall compare the evaluated costs of all
substantially responsive Bids established in accordance with
ITB 34.2 to determine the Bid that has the lowest evaluated
cost. The comparison shall be on the basis of CIP (place of
final destination) prices for imported goods and EXW
prices, plus cost of inland transportation and insurance to
place of destination, for goods manufactured within the
Borrower’s country, together with prices for any required
installation, training, commissioning and other services. The
evaluation of prices shall not take into account custom duties
and other taxes levied on imported goods quoted CIP and
sales and similar taxes levied in connection with the sale or
delivery of goods.

An Abnormally Low Bid is one where the Bid price, in
combination with other constituent elements of the Bid,
appears unreasonably low to the extent that the Bid price
raises material concerns with the Purchaser as to the
capability of the Bidder to perform the Contract for the
offered Bid price.

In the event of identification of a potentially Abnormally
Low Bid, the Purchaser shall seek written clarification from
the Bidder, including a detailed price analyses of its Bid
price in relation to the subject matter of the contract, scope,
delivery schedule, allocation of risks and responsibilities
and any other requirements of the bidding document.

After evaluation of the price analyses, in the event that the
Purchaser determines that the Bidder has failed to
demonstrate its capability to perform the contract for the
offered Bid price, the Purchaser shall reject the Bid.

The Purchaser shall determine, to its satisfaction, whether
the eligible Bidder that is selected as having submitted the
lowest evaluated cost and substantially responsive Bid,
meets the qualifying criteria specified in Section I,
Evaluation and Qualification Criteria.

The determination shall be based upon an examination of the
documentary evidence of the Bidder’s qualifications
submitted by the Bidder, pursuant to ITB 17. The
determination shall not take into consideration the
qualifications of other firms such as the Bidder’s
subsidiaries, parent entities, affiliates, subcontractors (other
than specialized subcontractors if permitted in the bidding
document), or any other firm(s) different from the Bidder.
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38. Purchaser’s Right to
Accept Any Bid, and
to Reject Anyor All
Bids

39. Standstill Period

40. Notification of
Intention to Award

37.3

37.4

38.1

39.1

40.1

Prior to Contract award, the Purchaser will verify that the
successful Bidder (including each member of a JV) is not
disqualified by the Bank due to noncompliance with
contractual SEA/SH prevention and response obligations.
The Purchaser will conduct the same verification for each
subcontractor proposed by the successful Bidder. If any
proposed subcontractor does not meet the requirement, the

Purchaser will require the Bidder to propose a replacement
subcontractor.

An affirmative determination shall be a prerequisite for
award of the Contract to the Bidder. A negative
determination shall result in disqualification of the Bid, in
which event the Purchaser shall proceed to the Bidder who
offers a substantially responsive Bid with the next lowest
evaluated cost to make a similar determination of that
Bidder’s qualifications to perform satisfactorily.

The Purchaser reserves the right to accept or reject any Bid,
and to annul the Bidding process and reject all Bids at any
time prior to Contract Award, without thereby incurring any
liability to Bidders. In case of annulment, all Bids submitted
and specifically, bid securities, shall be promptly returned to
the Bidders.

The Contract shall not be awarded earlier than the expiry of
the Standstill Period. The Standstill Period shall be ten (10)
Business Days unless extended in accordance with ITB 44.
The Standstill Period commences the day after the date the
Purchaser has transmitted to each Bidder the Notification of
Intention to Award the Contract. Where only one Bid is
submitted, or if this contract is in response to an emergency
situation recognized by the Bank, the Standstill Period shall
not apply.

The Purchaser shall send to each Bidder the Notification of
Intention to Award the Contract to the successful Bidder.
The Notification of Intention to Award shall contain, at a
minimum, the following information:

(@) the name and address of the Bidder submitting the
successful Bid;

(b) the Contract price of the successful Bid;

(c) the names of all Bidders who submitted Bids, and their
Bid prices as readout, and as evaluated;

(d) a statement of the reason(s) the Bid (of the
unsuccessful Bidder to whom the notification is
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41. Award Criteria

42.Purchaser’s Right to
Vary Quantities at
Time of Award

43. Notification of
Award

41.1

42.1

43.1

43.2

addressed) was unsuccessful, unless the price
information in c) above already reveals the reason;

(e) the expiry date of the Standstill Period;

(f) instructions on how to request a debriefing and/or
submit a complaint during the standstill period.

F. Award of Contract

Subject to ITB 38, the Purchaser shall award the Contract to
the Bidder offering the Most Advantageous Bid. The Most
Advantageous Bid is the Bid of the Bidder that meets the

qualification criteria and whose Bid has been determined to
be:

(a) substantially responsive to the bidding document; and
(b) the lowest evaluated cost.

At the time the Contract is awarded, the Purchaser reserves
the right to increase or decrease the quantity of Goods and
Related Services originally specified in Section VII,
Schedule of Requirements, provided this does not exceed
the percentages specified in the BDS, and without any
change in the unit prices or other terms and conditions of the
Bid and the bidding document.

Prior to the date of expiry of the Bid validity and upon expiry
of the Standstill Period, specified in ITB 39.1 or any
extension thereof, and upon satisfactorily addressing any
complaint that has been filed within the Standstill Period,
the Purchaser shall notify the successful Bidder, in writing,
that its Bid has been accepted. The notification of award
(hereinafter and in the Contract Forms called the “Letter of
Acceptance”) shall specify the sum that the Purchaser will
pay the Supplier in consideration of the execution of the
Contract (hereinafter and in the Conditions of Contract and
Contract Forms called “the Contract Price”).

Within ten (10) Business Days after the date of transmission
of the Letter of Acceptance, the Purchaser shall publish the

Contract Award Notice which shall contain, at a minimum,
the following information:

(@) name and address of the Purchaser;

(b) name and reference number of the contract being
awarded, and the selection method used;
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44, Debriefing by the
Purchaser

43.3

43.4

44.1

44.2

44.3

(c) names of all Bidders that submitted Bids, and their
Bid prices as read out at Bid opening, and as
evaluated;

(d) names of all Bidders whose Bids were rejected either
as nonresponsive or as not meeting qualification
criteria, or were not evaluated, with the reasons
therefor;

(e) the name of the successful Bidder, the final total
contract price, the contract duration and a summary
of its scope; and

()  successful Bidder’s Beneficial Ownership Disclosure
Form.

The Contract Award Notice shall be published on the
Purchaser’s website with free access if available, or in at
least one newspaper of national circulation in the
Purchaser’s Country, or in the official gazette. The
Purchaser shall also publish the contract award notice in
UNDB online.

Until a formal Contract is prepared and executed, the Letter
of Acceptance shall constitute a binding Contract.

On receipt of the Purchaser’s Notification of Intention to
Award referred to in ITB 40.1, an unsuccessful Bidder has
three (3) Business Days to make a written request to the
Purchaser for a debriefing. The Purchaser shall provide a
debriefing to all unsuccessful Bidders whose request is
received within this deadline.

Where a request for debriefing is received within the
deadline, the Purchaser shall provide a debriefing within
five (5) Business Days, unless the Purchaser decides, for
justifiable reasons, to provide the debriefing outside this
timeframe. In that case, the standstill period shall
automatically be extended until five (5) Business Days after
such debriefing is provided. If more than one debriefing is
so delayed, the standstill period shall not end earlier than
five (5) Business Days after the last debriefing takes place.
The Purchaser shall promptly inform, by the quickest means
available, all Bidders of the extended standstill period

Where a request for debriefing is received by the Purchaser
later than the three (3)-Business Day deadline, the Purchaser
should provide the debriefing as soon as practicable, and
normally no later than fifteen (15) Business Days from the
date of publication of Public Notice of Award of contract.
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45. Signing of Contract

46. Performance
Security

44.4

45.1

45.2

45.3

46.1

Requests for debriefing received outside the three (3)-day
deadline shall not lead to extension of the standstill period.

Debriefings of unsuccessful Bidders may be done in writing
or verbally. The Bidders shall bear their own costs of
attending such a debriefing meeting.

The Purchaser shall send to the successful Bidder the Letter
of Acceptance including the Contract Agreement, and a
request to submit the Beneficial Ownership Disclosure
Form providing additional information on its beneficial
ownership. The Beneficial Ownership Disclosure Form
shall be submitted within eight (8) Business Days of
receiving this request.

The successful Bidder shall sign, date and return to the
Purchaser, the Contract Agreement within twenty-eight (28)
days of its receipt.

Notwithstanding ITB 45.2 above, in case signing of the
Contract Agreement is prevented by any export restrictions
attributable to the Purchaser, to the country of the Purchaser,
or to the use of the products/goods, systems or services to be
supplied, where such export restrictions arise from trade
regulations from a country supplying those products/goods,
systems or services, the Bidder shall not be bound by its Bid,
always provided however, that the Bidder can demonstrate
to the satisfaction of the Purchaser and of the Bank that
signing of the Contact Agreement has not been prevented by
any lack of diligence on the part of the Bidder in completing
any formalities, including applying for permits,
authorizations and licenses necessary for the export of the
products/goods, systems or services under the terms of the
Contract.

Within twenty-eight (28) days of the receipt of Letter of
Acceptance from the Purchaser, the successful Bidder, if
required, shall furnish the Performance Security in
accordance with the GCC 18, using for that purpose the
Performance Security Form included in Section X, Contract
Forms, or another Form acceptable to the Purchaser. If the
Performance Security furnished by the successful Bidder is
in the form of a bond, it shall be issued by a bonding or
insurance company that has been determined by the
successful Bidder to be acceptable to the Purchaser. A
foreign institution providing a bond shall have a
correspondent financial institution located in the Purchaser’s
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46.2

47.Procurement Related 47.1
Complaint

Country, unless the Purchaser has agreed in writing that a
correspondent financial institution is not required.

Failure of the successful Bidder to submit the above-
mentioned Performance Security or sign the Contract shall
constitute sufficient grounds for the annulment of the award
and forfeiture of the Bid Security. In that event the Purchaser
may award the Contract to the Bidder offering the next Most
Advantageous Bid.

The procedures for making a Procurement-related
Complaint are as specified in the BDS.
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Section Il - Bid Data Sheet (BDS)

The following specific data for the goods to be procured shall complement, supplement, or
amend the provisions in the Instructions to Bidders (ITB). Whenever there is a conflict, the
provisions herein shall prevail over those in ITB.

ITB A. General
Reference
The reference number of the Request for Bids (RFB) is: KE-ICTA-441843-
ITB1.1
GO-RFB
The Purchaser is: Information and Communications Technology Authority
The name of the RFB is: Procurement of Email Security Gateway; Spam,
Malware, Phishing and Content Filtering Solution for a Period of 3 Years.
The number and identification of lots (contracts) comprising this RFB is: One
ITB2.1 The Borrower is: The Government of Kenya, through the ICT Authority,
which is the implementing agency is state corporation of the Borrower.
Loan or Financing Agreement amount: USD. 390 million
The name of the Project is: Kenya Digital Economy Acceleration
Project(KDEAP)
ITB4.1 Maximum number of members in the Joint Venture (JV) shall be: None
ITB 4.5 A list of debarred firms and individuals is available on the ICTA’s external
website: http://www.worldICTA.org/debarr.
B. Contents of Bidding Document
ITB7.1 For clarification of Bid purposes only, the Procuring Agency’s address is:
Attention: Sostanis Okoth - Deputy Director, Supply Chain Manage ment
Address: P.O. Box 27150-00100
Floor/ Room number: 121 Floor, Telposta Towers
City: Nairobi
ZIP Code: 00100
Country: Kenya
Telephone: (+254) 20 667 6999
Email address: procurement@ict.go.ke
Requests for clarification should be received by the Purchaser no later than:
Fourteen (14) days before Bids Opening.
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Web page: www.icta.go.ke / www.tenders.go.ke

C. Preparation of Bids

ITB 10.1

The language of the Bid is English.
All correspondence shall be in English language.

The language for translation of supporting documents and printed literature is
English.

ITB 11.1 (j)

The Bidder shall submit the following additional documents in its Bid:
(@) Provide acopy of firm registration/ incorporation certificate or equivalent

(b) Provide acopy of valid tax compliance certificate for the current year or
equivalent

(c) Bidder Must be ISO/IEC 27001:2022 Certificate or equivalent

(d) Bidders must have a Certificate of registration by the Data Commissioner
as per the requirement of Kenya’s Data Protection Act (DPA) or
equivalent

(e) Bidder Must provide Manufacturer Partnership and managed Security
Service Provider letter/Authorization (MAF) to supply, implement and
support the email security solution and email DLP solution in Kenya

ITB13.1

Alternative Bids shall not be considered.

1 TB 14.5

The prices quoted by the Bidder shall not be subject to adjustment during the
performance of the Contract.

ITB 14.6

Prices quoted for each lot (contract) shall correspond at least to [insert figure]
percent of the items specified for each lot (contract). NO LOTS

Prices quoted for each item of a lot shall correspond at least to [insert figure]
percent of the quantities specified for this item of a lot. NO LOTS

ITB 14.7

The Incoterms edition is : Incoterms 2020

ITB 14.8
(b)(i)

Place of destination: ICT Authority, 12™ Floor, Telposta Towers, Kenyatta
Avenue, Nairobi Kenya.

ITB 14.8
(a)(iii),
(b)(ii) and
(©)(v)

Final Destination (Project Site): ICT Authority, 12" Floor, Telposta
Towers, Kenyatta Avenue, Nairobi Kenya.
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ITB 15.1 The Bidder is required to quote in the currency of the Purchaser’s Country the
portion of the Bid price that corresponds to expenditures incurred in that
currency.

ITB 16.4 Period of time the Goods are expected to be functioning (for the purpose of
spare parts): 3 years

ITB17.2 Manufacturer’s authorization is: Mandatory & Required

(@)

ITB17.2 After sales service is: required

(b)

ITB 18.1 The Bid shall be valid until: 14™ March 2025.

ITB 18.3 The Bid price shall be adjusted by the following factor(s): Not Applicable

(a)

ITB 19.1 A Bid Security shall be required.

A Bid-Securing Declaration shall not be required.
If a Bid Security shall be required, the amount and currency of the Bid
Security shall be Ksh 3,250,000

ITB 19.3 Other types of acceptable securities: None

(d)

ITB 20.1 In addition to the original of the Bid, the number of copies is: one (1) copy
and one (1) soft copy in pdf format in a USB drive.

ITB 20.3 The written confirmation of authorization to sign on behalf of the Bidder shall
consist of: Duly filled and signed Power of Attorney.

ITB 20.4 Joint Ventures: JVs NOT ALLOWED for this tender

D. Submission and Opening of Bids

ITB 22.1 For Bid submission purposes only, the Purchaser’s address is:
Attention: ChiefExecutive Officer
Street Address: Telposta Towers, Kenyatta Avenue
Floor/ Room number: 121" Floor, Boardroom
City: Nairobi
ZIP/Postal Code: Not Applicable
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Country: Kenya

The deadline for Bid submissionis:

Date: 11" December 2024

Time: 1000 hrs. East African Time

Bidders shall not have the option of submitting their Bids electronically.

The electronic Bidding submission procedures shall be: Not Applicable

ITB25.1

The Bid opening shall take place at:
Street Address: Telposta Towers, Kenyatta Avenue

Floor/ Room number: 12t Floor, Boardroom

City: Nairobi

Country: Kenya

Date: 11" December 2024

Time: 1000hrs East African Time

The electronic Bid opening procedures shall be: Not Applicable

ITB 25.6

The Letter of Bid and Price Schedules shall be initialed by all representatives
of the Purchaser conducting Bid opening.

Each Bid shall be initialed by all representatives and shall be numbered, any
modification to the unit or total price shall be initialed by the Representative
of the Purchaser.

E. Evaluation and Comparison of Bids

ITB 32.1

The currency that shall be used for Bid evaluation and comparison purposes to

convert at the selling exchange rate all Bid prices expressed in various
currencies into a single currency is: Kenya Shillings

The source of exchange rate shall be: Central Bank of Kenya
The date for the exchange rate shall be: Deadline for submission of the Bids

ITB 33.1

A margin of domestic preference shall not apply.

If a margin of preference applies, the application methodology shall be defined
in Section 111 — Evaluation and Qualification Criteria.

ITB 34.2(a)

Evaluation will be done for

Procurement of Email Security Gateway; Spam, Malware, Phishing and
Content Filtering Solution for a Period of 3 Years.
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ITB 34.6

The adjustments shall be determined using the following criteria, from
amongst those set out in Section 111, Evaluation and Qualification Criteria:

(a) Deviation in Delivery schedule: No
(b) Deviation in payment schedule: No

(c) the cost of major replacement component, mandatory spare parts, and
service: No

(d) the availability in the Purchaser’s Country of spare parts and after-sales
services for the equipment offered in the Bid No

(e) Life cycle costs: the costs during the life of the goods or equipment No
() the performance and productivity of the equipment offered; No

F. Award of Contract

ITB 42

The maximum percentage by which quantities may be increased is: N/A
The maximum percentage by which quantities may be decreased is: N/A

ITB47.1

The procedures for making a Procurement-related Complaint are detailed in
the “Procurement Requlations for IPF Borrowers (Annex III).” If a Bidder
wishes to make a Procurement-related Complaint, the Bidder should submit its
complaint following these procedures, in writing (by the quickest means
available, that is either by email or fax), to:

For the attention: Stanley Kamanguya, OGW

Title/position: Chief Executive Officer

Purchaser: Information and Communications Technology Authority
Email address: info@ict.go.ke / procurement@ict.go.ke

In summary, a Procurement-related Complaint may challenge any of the
following:

1. the terms of the Bidding Documents; and

2. the Purchaser’s decision to award the contract.



http://www.worldbank.org/en/projects-operations/products-and-services/brief/procurement-new-framework
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Section 111 - Evaluation and Qualification

Criteria
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Most Advantageous Bid

The Purchaser shall use the criteria and methodologies listed in Section 2 and 3 below to
determine the Most Advantageous Bid. The Most Advantageous Bid is the Bid of the Bidder
that meets the qualification criteria and whose Bid has been determined to be:

(a) substantially responsive to the bidding document; and

(b) the lowest evaluated cost.

2. Evaluation (ITB 34)

2.1. Evaluation Criteria (ITB 34.6)

The Purchaser’s evaluation of a Bid may take into account, in addition to the Bid Price
quoted in accordance with ITB 14.8, one or more of the following factors as specified in
ITB 34.2(f) and in BDS referring to ITB 34.6, using the following criteria and
methodologies.

(@)

Delivery schedule. (As per Incoterms specified in the BDS)- NOT APPLICABLE

(b) Deviation in payment schedule. [insert one of the following]- NOT
APPLICABLE

(©)

(i

or

Bidders shall state their Bid price for the payment schedule outlined in the
SCC. Bids shall be evaluated on the basis of this base price. Bidders are,
however, permitted to state an alternative paymentscheduleand indicate the
reduction in Bid price they wish to offer for such alternative payment
schedule. The Purchaser may consider the alternative paymentschedule and
the reduced Bid price offered by the Bidder selected on the basis of the base
price for the payment schedule outlined in the SCC.

The SCC stipulates the payment schedule specified by the Purchaser. If a
Bid deviates from the schedule and if such deviation is considered
acceptable to the Purchaser, the Bid will be evaluated by calculating interest
earned for any earlier payments involved in the terms outlined in the Bid as
compared with those stipulated in the SCC, at the rate per annum [insert
adjustment rate].

Cost of major replacement components, mandatory spare parts, and service.
[insert one of the following]- NOT APPLICABLE

(i

or

The list of items and quantities of major assemblies, components, and
selected spare parts, likely to be required during the initial period of
operation specified in the BDS 16.4, is in the List of Goods. An adjustment
equal to the total cost of these items, at the unit prices quoted in each Bid,
shall be added to the Bid price, for evaluation purposes only.
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() The Purchaser will draw up a list of high-usage and high-value items of
components and spare parts, along with estimated quantities of usage in the
initial period of operation specified in the BDS 16.4. The total cost of these
items and quantities will be computed fromspare parts unitprices submitted
by the Bidder and added to the Bid price, for evaluation purposes only.

(d) Availability in the Purchaser’s Country of spare parts and after sales services for
equipment offered in the Bid.

An adjustment equal to the cost to the Purchaser of establishing the minimum
service facilities and parts inventories if quoted separately, shall be added to the
Bid price, for evaluation purposes only.

(e) Life Cycle Costs - NOT APPLICABLE

If specified in BDS 34.6, an adjustment to take into account the additional life
cycle costs for the period specified below, such as the operating and maintenance
costs of the Goods, will be added to the Bid price, for evaluation purposes only.
The adjustment will be evaluated in accordance with the methodology specified
below and the following information:

(F)  Performance and productivity of the equipment: NOT APPLICABLE
(9) Specific additional criteria- NOT APPLICABLE

TECHNICAL FUNCTIONALITY SPECIFICATIONS

The ICT Authority hosts and manages various Digital Assets for various Government
Institutions and Agencies. Among these Digital Assets are the Government E-Mail Services.

Thee email system is a critical service being offered to all Ministries, Departments and
Agencies (MDASs) and therefore it is very critical to secure the entire ecosystem. Given the
cabinet directive that all entities use the official emails it is important to ensure and assure the
clients of the availability of the service 24/7 at 99.93%.

The ICT Authority through the Kenya Digital Economy and Acceleration Program (KDEAP)
seeks the services of amanaged e-mail security hosting service provider to provide a24/7/365
on premise managed E-Mail security gateway to the ICT Authority for a Period of Three (3)
years. The Service provider will have to supply and install all necessary infrastructure
components & services that would be necessary as per the defined requirements of this RFP
and subsequent addendums if any.

Scope ofwork:
Broad Scope of work will include but not restricted to the following:

a) Supply, install, implementation and integration of the proposed Email Security
Gateway appliance with the existing email solution (The Government currently uses
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Zimbra Network Edition on premise as its email platform of choice) for a total of
55,000 (fifty Five thousand) email box users that will have the functionality detailed
in this request. The solution should entail;

a) Email Security Gateway

b) Email DLP capabilities

c) Email Anti-APT Service;
The vendor shall be responsible for ensuring the delivery of all the functional,
technical and operational requirements for all the products with proper co-ordination
from the ICT Authority Team.
The vendor shall be provided with additional information if need be to understand
the existing Government Email Infrastructure as part of scope.

b) Proposed virtual appliance should be compatible with VMware vSphere esxi
seamlessly.

c) The ICT Authority runs the e-mail servers on in 6.7 VMware esxi version/platform.
d) Supply updates and upgrades including new versions of all the solution software
licenses supplied as part of this tender during the period of three years.
e) All the software quoted should be with three (3) year support from direct OEM for
24x7x365 with unlimited incident support including unlimited upgrades and updates.
f) The Bidder shall provide a Manufacturers Authorization letter along with the bid as
per the MAF annexure.
g) Delivery location: ICT Authority Designated Datacenter within Nairobi City.
h) Implementation of the entire project to be completed within one month from the date
of delivery of solution software and all requisites at the site.
i) The Bidder shall Supply, Install, Integrate, Migrate and Support for below, but not
limited to:
I. Renew and provide for licenses on the Email Security solution for 55,000
users,
ii. Implement DKIM signing for out bound mails,
iii. Migrate and enhance all the Anti-Spam, Antivirus, anti-malware security
rules, policies,
iv. Migrate and enhance all the email security policies,
v. Configure Encryption and DLP rules/policies,
vi. Migrate SMTP whitelist/blacklist rules and polices,
vii.  Integrate with ICT Authority existing Syslog, SIEM, SOC tools and
solutions,
viii.  Implementation, configuration & Migration plans.
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Solution Functional Requirements

NB: The solution MUST comply to all the required technical specifications. Non-
compliance /partial compliance will lead to disqualification.

Description of

Compliance of

either be hardware, software/virtual based
and can be hosted over a locally hosted
cloud or on-Premises Provision.

specifications offered Specification
. (including page no. in (YES/NO)
No. QMRS Technical lite rature
where specifications is
reflected.)
1 | The proposed email security solution can

The solution must support over 100,000
user/mailboxes from day 1 and scalable as
per the Government’s Growth and demand
requirement

Solution should provide the Log Storage for
a minimum 90 days. Minimum 15 days of
spam email with minimum 30 GB storage to
keep the spam mail.

The solution should provide anti-spamming,
antivirus, web filter and Anti-malware
protection. Solution should update the
signatures in real time/ near real time.

Features for whitelisting, blacklisting
domains, email ids, URLs, IP address
should be available.

The solution should have features to build
scenarios for actions on emails.

The Solution should have IPV4 and IPV6
Compatibility.

The bidder should follow the data
localization guidelines of the Government
and regulators as applicable from time to
time. A confirmation should be provided in
this regard.

Implementation architecture for DC-DR
along with the functions performed as per
DR scenario should be provided containing
full details.
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Description of

Compliance of

integrated with the case management
solution and incident management solution
of the ICT Authority.

specifications offered Specification
. (including page no. in (YES/NO)
No. Requirement Technical lite rature
where specifications is
reflected.)
10 | The solution should have the capability to be

11

The solution should provide analytical
reports based on the emails processed by the
system between two periods to enable fine
tuning of policies.

12

The bidder should provide a flow chart
depicting the actions of the different email
security solutions on the email.

13

The bidder and OEM should give a list of]
different threat and risk scenarios and
explain how the email security solution will
provide/enhance the security of the email
system of the Government. It should also
explain the normal behaviour of the system
in such scenarios. The behaviour and actions
should be configurable based on different
conditions as required by the bank.

14

Solution should protect against URL-based
threats and should have lookalike domain
detection capability.

15

The Solution should have DR capabilities
and functionalities so that the email security
can be implemented even if the email
solution is shifted from one setup to another
setup. This should be properly configured
during implementation.

Malware/Anti-Virus Protection

16

The Solution should have the feature off
virus/malware  scanning  engine  to
quarantine or sandbox the infected emails

17

The Solution should detect known or
suspect secure-risk URLs embedded in the
email, which are reliable indicators of]
spyware, malware or phishing attacks.




Section IV - Bidding Forms

47

18

The solution should have performance
capability of processing more than 100,000
messages per hour.

19

The Solution should provide proactive virus
detection methods for new email-borne
viruses.

20

The Solution should have the management
on virus quarantine and should have the
access and manipulate the quarantined virus
emails.

21

The solution virus engine should support
scanning by inbound and outbound and
configure the policy per direction.

22

Solution should provide URL Filtering on
email Any suspicious URL should be
suppressed

23

The Solution should have close to 100%
virus detection rate for known viruses.

24

25

Solution should protect against URL-based
threats and should have lookalike domain
detection capability.

The Solution should provide an attachment
scanning capability to detect file-based
spam messages

26

The solution  should support URL
classification of the embedded links and it
contributes for SPAM detection.

27

The solution should support dictionaries
scanning and dictionaries are built-in to the
product and allow the customer to create his
own dictionary.

28

The solution should report the false positive
email and a button in the quarantine queue.

29

The solution should also allow users to
report SPAM mails.
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Description of

Compliance of

predefined content rules inbuilt with Email
Security & embedded in the product

specifications offered Specification
. (including page no. in (YES/NO)
No. GO Technical literature
where specifications is
reflected.)
30 | The solution should have at least 1500+

31

Content based filtering policy can be made
(Sender/Receiver/File  size/grouping) and
other customization

32

The solution should have predefined
dictionaries and key phrases to detect
defined terms, offensive language etc.

33

The solution should be able to look for
content in the email header, body of
message and also attachments.

34

The solution should be able to restrict
incoming and outgoing emails based on file
types, file size and also by file name and also
through a combination of them.

35

The solution should provide the local
domain identification and should drop any
email with source email 1D not existing.

36

The solution should be able to quarantine
the email with Bad email id, bad domain and
combination of both.

37

The solution should provide the protection
for bad reputation domain mail, anti-
phishing and also auto-classify the mail to
relevant mail queues.

38

The solution should provide the spam
controls and check Sender Id and Reverse
Entry not available then drop the mail with
proper notification to sender.

Mail Transfer Agent (MTA) Functionality

39

The solution must allow setting SMTP
greeting messages, delay time and the fully
qualified domain name for SMTP session
establishment.

40

The solution must support policy-based TLS
encryption between mail domains.

41

The solution must provide the capability off

connection control and message rates
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Description of Compliance of
specifications offered Specification
. including page no. in YES/NO
No. LG IITRIENG (Technica%lgse%‘ature ( )
where specifications is
reflected.)
control for inbound and outbound
respectively.
42 | The solution must support the TLS 1.2 or
higher and also TLS 1.2 encryption from
day 1
43 | The solution must have directory harvesting
and DoS prevention capabilities.
44 | The solution must allow the administrator to
specify the retry time for a delivery failure.
45 | The solution must provide a real time IP
reputation system.
46 | The solution must support internal sender
authentication.
47 | The solution must support user groups
(LDAP) and domain-based routing and
delivery.
48 | The Proposed solution must support SPF,
DMARC & DKIM
49 | The solution must support message
stamping by adding notes or disclaimer in
the message.
50 | The solution must support
IP/address/domain-based  whitelist  and
blacklist.
51 | The solution must have capability for
Outbound throttling by IP/address.
52 | The solution must support Inbound mail
routing delivery preferences to
accommodate  larger, more  complex
network
Manage ment
53 | The solution must support centralized
management, including policy
configuration,  quarantines and log
reporting.
54 | The solution must support the real-time
graphical and chart-based dashboard for the
summary of email filtering activities.
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Description of

Compliance of

administrator roles. Thus, only the delegated
administrator is allowed to access the
message in a specific queue.

specifications offered Specification
. (including page no. in (YES/NO)
No. Requirement Technical lite rature
where specifications is
reflected.)
55| The Solution must support quarantine

56

The solution should search a message in the
queue and should have multiple options.

S7

The Solution should have option for end
user notification for email quarantining
letter to be customized and click boxes that
enable the user to release e-mail, report
false positives, add senders to allow or
block lists and direct links to personal
email management portal.

58

The personal management portal should be a
web-based Ul for end users i.e. the console
should be available to multiple users and
multiple end points and there should be drill
down features in the dashboard. They
should be customizable based on needs.

59

The Proposed solution should allow email
reply to release the email quarantined by
solution.

60

Email ATP & Email DLP integration must
be there with Email Security Gateway.

61

The solution should support native system
backup and software update functionality.

Logs and Reporting

62

The solution should support a real time
graphical and chart-based dashboard for the
summary of email filtering activities.

63

The proposed solution should be pre-built
report templates which the administrator can
use for generating reports.

64

The Proposed solution should support report
creation in Excel and PDF.

65

The Proposed solution should have
capabilities to automatically deliver reports

based on schedule to selected recipients
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No.

Requirement

Description of
specifications offered
(including page no. in
Technical literature
where specifications is
reflected.)

Compliance of
Specification
(YES/NO)

66

The Proposed solution should be able to
consolidate reports from multiple boxes for
centralized logging and reporting.

67

The Proposed solution should provide
detailed information on messages to
comprehensively track messages.

68

The Proposed solution should allow
parameters to be defined for searching
message logs.

69

The Proposed solution should have True
Source IP Detection and Connection
Blocking feature should work even if Email
Security is deployed behind Corporate
Email Relay Server/Firewall SMTP.

70

The Proposed solution should have option to
monitor traffic in real time for easier
troubleshooting

71

The Proposed Solution should support
SIEM integration in Email Security allows
log data to be saved to the SIEM server
using  several predefined  formats:
syslog/common  event format (CEF),
syslog/key-value pairs, and syslog long
event extended format etc. and should be
able to integrate any SIEM solution
including ArcSight & RSA

End User Manage ment

72

The Proposed solution should provide
capabilities for end users to search on
quarantined messages specific to them. The
solution should allow end users to release
mails from quarantine if approved.

73

The solution should support notifications
that should be sent to end users whenever
mails are quarantined for them.

74

The solution should support role-based
access and should have option to create
users as per requirement
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The Proposed Solution should be able to
handle configuration of workflow. End user
should be able to release the quarantined
email via replying to the notification email
from his inbox

The notification message to end users
should be completely customizable.

The Proposed solution should allow end
users to create their own personal allow and
block lists. The solution should allow
administrators to define which queues can
be accessed by end user

The solution should have a central end user
management portal for multiple appliances.

The Vendor/Bidder should have its own
technical support center in Kenya.

EMAIL Security DLP

The solution should be able to detect and

prevent the outbound email for leaking the
critical data outside.

The solution should support 100,000 users
from day 1. The solution should have
performance capability of processing more
than 100,000 outbound message per hour.

The solution should be able to block outbound
emails sent via SMTP if it violates the policy
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No.

Functionality Re quire ment

Description of
specifications offered
(including page no.
in Technical
literature where
specifications is
reflected.)

Compliance of
Specification

(YES/NO)

The proposed solution should seamlessly
integrate with Email Gateway to receive mails
from mail server and inspect content before
delivering mails to next hop and should
quarantine emails that are in violation of
company policy.

The solution should support Email DLP
deployment on cloud for Zimbra E-mail. All
licenses required for the same should be
included and management should be from the
same centralized management platform

The solution should have functions
for alerting on bulk email i.e.
broadcast of address should be
controlled.

Data

Identification & Policy Manage ment

The solution should have a comprehensive list
of predefined policies and templates with over
2000+ patterns to identify and classify
information.

Solution should provide the flexibility to
disable or modify the default rule conditions

Solution should provide notification to sender
or receiver, in case any block email in the
flow of data through the DLP system.

10

The solution should be integrated with the
Security Operation Centre.

11

The solution should check encrypted
files/document on mail and action to be taken
as per policy

12

The solution should provide capabilities to
identify data based on keywords or
dictionaries and the solution should be able to
enforce policies based on file types, size of
files and also the name of the file

13

The solution should be able to detect and
block malicious encrypted and password
protected files without reading the encrypted
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content.

14

The solution should be able to recursively
inspect the content of compressed archives

15

The Solution should have advanced Machine
Learning Ability to automatically learn
sensitive information from copies of
information that needs to be protected and
also automatically learn false positives.

16

The solution should be able to identify data
leaked and known encrypted format like
password protected word document

17

The solution should be able to identify and
block malicious activity like data thefts
through files encrypted using non-standard
algorithms.

18

26

The Proposed DLP Solution must be GDPR
and CCPA Compliant

The solution should be able to alert and notify
sender, sender's manager and the policy owner
whenever there is a policy violation. Different
notification templates for different audiences
should be possible.

27

The solution should support quarantine as an
action for email policy violations and should
allow the sender's manager to review the mail
and provide permissions for him to release the
mail by logging into the Ul

29

30

The solution should allow a specific incident
manager to manage incidents of specific policy
violation, specific user groups etc.

The system should control incident access
based on role and policy violated. The system
should also allow a role creation for not having
rights to view the identity of the user and the
forensics of the incident
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No.

Functionality Re quire ment

Description of
specifications offered
(including page no.
in Technical
literature where
specifications is
reflected.)

Compliance of
Specification

(YES/NO)

The system should create separate roles for
technical administration of servers, user
administration, policy creation and editing,
incident remediation, and incident viewing for
data at rest, in motion, or at the endpoint

The system should allow a role only to view
incidents but not manage or remediate them

31

The system should have options to createa role
to see summary reports, trend reports and high-
level metrics without the ability to see
individual incidents

32

The system should allow incident managers
and administrators to use their Active directory
credentials to login into the console

Reporting and Analytics

35

The solution should have a dashboard view
designed for use by management that can
combine information from data in motion
(network).

36

The system should allow reports to be mailed
directly fromthe Ul and should allow
automatic schedule of reports to identified
recipients

37

The reports should be exported to at least CSV,
PDF, HTML formats

38

The system should provide options to save
specific reports as favorites for reuse

39

The system should have pre-defined reports
which administrators can leverage

40

The solution should integrate with any SIEM
solution implemented at the ICT Authority.

41

Features for disabling or modifying default
rules, scenarios, and configurations should be
available
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Email ATP:
Description of specifications| Compliance of
No offered (including page no. | Specification
" | Functionality Require ment in Technical literature (YES/NO)

where specifications is
reflected.)

The Solution should provide email
attachment sandboxing for both Inbound
and outbound mails

The Solution should have multiple
AV/APT engines for anti-virus and
malware scanning. Solution should
provide on cloud AV/APT service from
dayl

The Solution should provide email
attachment sandboxing for both Inbound
and outbound mails. The Solution should
be patient zero protection as well.

The Solution should Full System
Emulation techniques to protect against
memory attack with Multiple file format
support.

Sandbox Service should have Kernel
visibili(tjy with minimal OS version
dependencies

Solution to support below files for
execution: Portable Document: PDF
Document: DOC, DOCX, DOT, DOCM,
DOTX, DOTM, HWP, ODT, PUB, RTF,
WPD, XML,

XPS and other file type.

Spreadsheet: CSV,0DS, SYLK, XLT,
XLS, XLM, XLTX, XLSM, XLTM,
XLSB, XLA, XLAM,

XLL, XLSX and other file type.
PowerPoint: ODP, PPS, PPT,PPTX,
PPTM, POTX, POTM, PPAM and other
file type.

Executable: BAT,COM, DLL, EXE,
HTA, JS, MACH-O, MSI, PIF, PL, PS1,
PY, SCR, SH,

SYS, VB, WSF and other file type.
Archive File: 7Z, ACE, APK, ARJ, BZIP,
CAB, CHM, DMG, GZ, ISO, JAR, LHA,
LZMA, NUPKG, RAR, TAR, TARGZ,
TNEF, WAR, XAR, XZ, ZIP, ZIPX and
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No.

Functionality Require ment

Description of s pe cifications
offered (including page no.
in Technical literature
where specifications is
reflected.)

Compliance of
Specification
(YES/NO)

other file type.
Media: ODG, SVG, SWF, TIFF and other
file type.
Misc: CLASS, EML, HTML, 1QY,
PCAP, URL and other file type.

The Proposed solution should provide
correlated threat data such as: IP addresses,
DNS
domain names, URLs, Filenames, Process
names, Windows Registry entries, File
hashes, Malware detections and Malware
families through a portal.

The proposed solution should have multi-
layered detection framework including
static, behavioural, heuristic, signature-
based, file context, metadata and machine
learning detection Methods

The proposed solution should be able to
provide in-depth reporting including the
static scanning results, sandbox
assessment, network activity analysis, and
a source tracking information

10

There should be options to bypass
scanning of a particular domain/file type
from APT.

11

The solution should have the option to
store email or file in a queue in case the
similar file with the same hash value
received in the given timespan then the
action should be followed.

12

The solution should provide the exception
bypass, Email id exclusion (send or

receive) with features for override.
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3. Qualification (ITB 37)
3.1 Qualification Criteria (ITB 37.1)

After determining the substantially responsive Bid which offers the lowest-evaluated
cost in accordance with ITB 34, and, if applicable, the assessment of any Abnormally
Low Bid (in accordance with ITB 36) the Purchaser shall carry out the post-qualification
of the Bidder in accordance with ITB 37, using only the requirements specified.
Requirements not included in the text below shall not be used in the evaluation of the
Bidder’s qualifications.

(@) Financial Capability: The Bidder shall submit audited financial statements or, if
not required by the law of the Bidder’s country, other financial statements acceptable
to the Purchaser, for the last three (3) years (2021,2022 and 2023) prior to bid
submission deadline, demonstrating the current soundness of the Bidder’s financial
position. For a joint venture, this requirement shall be met by each member;

(b) Specific Experience: The Bidder shall demonstrate that it has successfully
completed at least two (2) contracts within the last Five (5) years prior to bid
submission deadline, each with a value of at least Ksh 70 Million and above that
have been successfully and substantially completed and that are similar in nature
and complexity to the Goods and Related Services under the Contract. For a joint
venture, this requirement may be met by all members combined.

(c) Documentary Evidence: The Bidder shall furnish documentary evidence to
demonstrate that the goods it offers meet the following usage requirement: as per

the Terms of reference Provided

(d) Manufacturer’s authorization: A Bidder who does not manufacture an item/s where
a manufacturer authorization is required in accordance with BDS ITB 17.2 (a),
the Bidder shall provide evidence of being duly authorized by a manufacturer
(Manufacturer’s Authorization Form, Section 1V, Bidding Forms), meeting the
criteria in (d) (i) and (ii) above, to supply the Goods;

At the time of Contract Award, the Bidder (including each subcontractor proposed by
the Bidder) shall not be subject to disqualification by the ICTA for non-compliance with
SEA/ SH obligations.
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Section 1V - Bidding Forms
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Letter of Bid

INSTRUCTIONS TO BIDDERS: DELETE THIS BOX ONCE YOU HAVE COMPLETED
THE DOCUMENT

The Bidder must prepare this Letter of Bid on stationery with its letterhead clearly
showing the Bidder’s complete name and business address.

Note: All italicized text is to help Bidders in preparing this form.

Date of this Bid submission: [insert date (as day, month and year) of Bid submission]
RFB No.: [insert number of RFB process]

Request for Bid No.: [insert identification]

Alternative No.:[insert identification No if this is a Bid for an alternative]

To: [insert complete name of Purchaser]

(@) No reservations: We have examined and have no reservations to the bidding
document, including Addenda issued in accordance with Instructions to Bidders (ITB
8);

(b) Eligibility: We meet the eligibility requirements and have no conflict of interest in
accordance with ITB 4;

(c) Bid/Proposal-Securing Declaration: We have not been suspended nor declared
ineligible by the Purchaser based on execution of a Bid-Securing Declaration or
Proposal-Securing Declaration in the Purchaser’s Country in accordance with ITB 4.7;

(d) Sexual Exploitation and Abuse (SEA) and/or Sexual Harassment (SH): [select the
appropriate option from (i) to (iii) below and delete the others. In case of JV members
and/or subcontractors, indicate the status of disqualification by the Bank of each JV
member and/or subcontractor].

We, including any of our subcontractors:

()  [have not been subject to disqualification by the Bank for non-compliance with
SEA/ SH obligations.]

(i) [are subject to disqualification by the Bank for non-compliance with SEA/ SH
obligations.]

(i) [had been subject to disqualification by the Bank for non-compliance with SEA/
SH obligations, and were removed from the disqualification list. An arbitral
award on the disqualification case has been made in our favor.]
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()

(f)

(¢))

(h)

(i

)

(k)

Conformity: We offer to supply in conformity with the bidding document and in
accordance with the Delivery Schedules specified in the Schedule of Requirements the
following Goods: [insert a brief description of the Goods and Related Services];

Bid Price: The total price of our Bid, excluding any discounts offered in item (f)
below is:

Option 1, in case of one lot: Total price is: [insert the total price of the Bid in
words and figures, indicating the various amounts and the respective

currencies];
Or

Option 2, in case of multiple lots: (a) Total price of each lot [insert the total price
of each lot in words and figures, indicating the various amounts and the
respective currencies]; and (b) Total price of all lots (sum of all lots) [insert the
total price of all lots in words and figures, indicating the various amounts and
the respective currencies];

Discounts: The discounts offered and the methodology for their application are:

(i) The discounts offered are: [Specify in detail each discount offered.]

(i) The exact method of calculations to determine the net price after application of
discounts is shown below: [Specify in detail the method that shall be usedto apply
the discounts];

Bid Validity: Our Bid shall be valid until [insertday, month and year in accordance
with ITB 18.1], and it shall remain binding upon us and may be accepted at any time
before the expiration of that period,;

Performance Security: If our Bid is accepted, we commit to obtain a performance
security in accordance with the bidding document;

One Bid per Bidder: We are not submitting any other Bid(s) as an individual Bidder,
and we are not participating in any other Bid(s) as a Joint Venture member, or as a
subcontractor, and meet the requirements of ITB 4.3, other than alternative Bids
submitted in accordance with ITB 13;

Suspension and Debarment: We, along with any of our subcontractors, suppliers,
consultants, manufacturers, or service providers for any part of the contract, are not
subject to, and not controlled by any entity or individual that is subject to, a temporary
suspension or a debarment imposed by the World Bank Group or a debarment imposed
by the World Bank Group in accordance with the Agreement for Mutual Enforcement
of Debarment Decisions between the World Bank and other development banks. Further,
we are not ineligible under the Purchaser’s Country laws or official regulations or
pursuant to a decision of the United Nations Security Council,
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0

State-owned enterprise or institution: [select the appropriate option and delete the
other] [We are not a state-owned enterprise or institution] / [We are a state-owned
enterprise or institution but meet the requirements of 1TB 4.6];

(m) Commissions, gratuities, fees: We have paid, or will pay the following commissions,

(n)

(0)

(V)

gratuities, or fees with respect to the Bidding process or execution of the Contract:
[insert complete name of each Recipient, its full address, the reason for which each
commission or gratuity was paid and the amount and currency of each such
commission or gratuity]

Name of Recipient Address Reason Amount

(If none has been paid or is to be paid, indicate “none.”)

Binding Contract: We understand that this Bid, together with your written acceptance

thereof included in your Letter of Acceptance, shall constitute a binding contract
between us, until a formal contract is prepared and executed;

Purchaser Not Bound to Accept: We understand that you are not bound to accept the
lowest evaluated cost Bid, the Most Advantageous Bid or any other Bid that you may
receive; and

Fraud and Corruption: We hereby certify that we have taken steps to ensure that no
person acting for us or on our behalf engages in any type of Fraud and Corruption.

Name of the Bidder: *[insert complete name of the Bidder]

Name of the person duly authorized to sign the Bid on behalf of the Bidder: **[insert
complete name of person duly authorized to sign the Bid]

Title of the person signing the Bid: [insert complete title of the person signing the Bid]

Signature of the person named above:[insert signature of person whose name and
capacity are shown above]

Date signed [insert date of signing] day of [insert month], [insert year]

*: In the case of the Bid submitted by a Joint Venture specify the name of the Joint Venture as Bidder.

**: Person signing the Bid shall have the power of attorney given by the Bidder. The power of attorney shall be attached
with the Bid Schedules.
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Bidder Information Form

[The Bidder shall fill in this Form in accordance with the instructions indicated below. No
alterations to its format shall be permitted and no substitutions shall be accepted.]

Date: [insert date (as day, month and year) of Bid submission]

RFB No.: [insert number of RFB process]
Alternative No.: [insertidentification No if this is a Bid for an alternative]

Page of pages

1. Bidder’s Name /insert Bidder’s legal name]

2. Incase of JV, legal name of each member: [insert legal name of each member in JV]

3. Bidder’s actual or intended country of registration: [insertactual or intended country of
registration]

4. Bidder’s year of registration: [insert Bidder’s year of registration]

5. Bidder’s Address in country of registration: [insert Bidder's legal address in country of
registration]

6. Bidder’s Authorized Representative Information

Name: [insert Authorized Representative’s name]
Address: [insert Authorized Representative’s Address]

Telephone/Fax numbers: [insert Authorized Representative’s telephone/fax numbers]
Email Address: [insert Authorized Representative’s email address]

7. Attached are copies of original documents of [check the box(es) of the attached original
documents]

O Articles of Incorporation (or equivalent documents of constitution or association), and/or
documents of registration of the legal entity named above, n accordance with ITB 4.4.

I Incase of JV, letter of intent to form JV or JV agreement, in accordance with ITB 4.1.

0 In case of state-owned enterprise or institution, in accordance with ITB 4.6 documents
establishing:

e Legal and financial autonomy
e Operation under commercial law
e Establishing that the Bidder is not under the supervision of the Purchaser

8. Included are the organizational chart, a list of Board of Directors, and the beneficial

ownership. The successful Bidder shall provide additional information on beneficial
ownership, using the Beneficial Ownership Disclosure Form.
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Bidder’s JV Members Information Form

[The Bidder shall fill in this Form in accordance with the instructions indicated below. The
following table shall be filled in for the Bidder and for each member of a Joint Venture].
Date: [insert date (as day, month and year) of Bid submission]

RFB No.: [insert number of Bidding process]

Alternative No.: [insertidentification No if this is a Bid for an alternative]

Page of pages

1. Bidder’s Name: [insert Bidder’s legal name]

2. Bidder’s JV Member’s name: /insert JV’s Member legal name]

3. Bidder’s JV Member’s country of registration: [insert JV's Member country of
registration]

4. Bidder’s JV Member’s year of registration: /[insert JV’s Member year of registration]

5. Bidder’s JV Member’s legal address in country of registration: [insert JV’s Member
legal address in country of registration]

6. Bidder’s JV Member’s authorized representative information
Name: [insert name of JV's Member authorized representative]
Address: [insert address of JV's Member authorized representative]

Telephone/Fax numbers: [insert telephone/fax numbers of JV’s Member authorized
representative]

Email Address: [insert email address of JV's Member authorized representative]

7. Attached are copies of original documents of [check the box(es) of the attached original
documents]

[0 Articles of Incorporation (or equivalent documents of constitution or association), and/or
registration documents of the legal entity named above, in accordance with ITB 4.4.

I Incase of a state-owned enterprise or institution, documents establishing legal and financial
autonomy, operation in accordance with commercial law, and that they are not under the
supervision of the Purchaser, in accordance with ITB 4.6.

8. Included are the organizational chart, a list of Board of Directors, and the beneficial ownership.
The successful Bidder shall provide additional information on beneficial ownership for each JV
member using the Beneficial Ownership Disclosure Form.




Section IV - Bidding Forms 65

Sexual Exploitation and Abuse (SEA) and/or Sexual
Harassment Performance Declaration

[The following table shall be filled in by the Bidder, each member of a Joint Venture and each
subcontractor proposed by the Bidder]

Bidder’s Name: [insert full name]

Date: [insert day, month, year]

Joint Venture Member’s or Subcontractor’s Name: [insert full name]
RFB No. and title: [insert RFB number and title]

Page [insert page number] of [insert total number] pages

SEA and/or SH Declaration
in accordance with Section 111, Qualification Criteria, and Requirements

We:

O (a) have not been subject to disqualification by the Bank for non-compliance with SEA/ SH
obligations

O (b) are subject to disqualification by the Bank for non-compliance with SEA/ SH obligations

O (c) had been subject to disqualification by the Bank for non-compliance with SEA/ SH obligations
and were removed from the disqualification list. An arbitral award on the disqualification case
has been made in our favor.

[If (c) above is applicable, attach evidence of an arbitral award reversing the findings on the issues
underlying the disqualification.]
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Price Schedule Forms

[The Bidder shall fill in these Price Schedule Forms in accordance with the instructions
indicated. The list of line items in column 1 of the Price Schedules shall coincide with the
List of Goods and Related Services specified by the Purchaser in the Schedule of
Requirements.]
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Price Schedule: Goods Manufactured Outside the Purchaser’s Country, to be Imported

Date:
(Group C Bids, goods to be imported) RFB No:

Alternative No:

Currencies in accordance with ITB 15

Page N° of
1 2 3 4 5 6 7 8 9
Line Description of Goods Country of Delivery Quantity and Unit price CIP Price per line Price per line item for Total Price per Line item
Item Origin Date as physical unit cip [insert place of item inland transportation and (Col. 7+8)
N° defined by destination] (Col. 5x6) other services required in
Incoterms in accordance with ITB the Purchaser’s Country to
14.8(b)(i) convey the Goods to their
final destination specified
in BDS
[insert [insert name of good] [insert [insert [insert number [insert unit price CIP [insert total CIP [insert the corresponding | [insert total price of the line item]
number country of quoted of units to be per unit] price per lineitem] price per lineitem]
of the origin of the | Delivery supplied and
item] Good] Date] name of the
physical unit]
Total Price

Name of Bidder [insert complete name of Bidder] Signature of Bidder [signature ofpersonsigningthe Bid] Date [Insert Date]
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Price Schedule: Goods Manufactured Outside the Purchaser’s Country, already imported™

Date:
(Group C Bids, Goods already imported) RFB No:
Alternative No:
o
Currencies in accordance with ITB 15 PageN of
1 2 3 4 5 6 7 8 9 10 11 12
Line Item | Description of Goods | Country of Delivery Quantity Unit price Custom Duties Unit Price net Price per line Price per line item | Sales and other Total Price per line
Ne Origin Date as and including and Import Taxes of custom item net of for inland taxes paid or item
defined by physical | Custom Duties | paid per unit in duties and Custom Duties | transportation and | payable per item (Col. 9+10)
Incoterms unit and Import accordance with | import taxes, in and Import other services if Contract is
Taxes paid, in ITB 14.8(c)(ii) , accordance Taxes paid, in required in the awarded (in
accordance [to be supported | with ITB 14.8 | accordance with Purchaser’s accordance with
with ITB by documents] (c) (iii) ITB 14.8(c)(i) Country to convey | ITB 14.8(c)(iv)
14.8(c)(i) (Col. 6 minus (Col. 5x8) the goods to their
Col.7) final destination, as
specified in BDS in
accordance with
ITB 14.8 (c)(v)
[insert [insert name of [insert [insert [insert [insert unit [insert custom [insert unit [ insert price per | [insert price per [insert sales and | [insert total price per
number of | Goods] country of | quoted number of | price per unit] | dutiesand taxes price net of line item net of lineitem forinland | other taxes line item]
the item] origin of Delivery units to be paid per unit] custom duties | custom duties transportationand | payable per item
the Good] | Date] supplied and import and import other services if Contract is
and name taxes] taxes] required in the awarded]
of the Purchaser’s
physical Country]
unit]

Name of Bidder [insert complete name of Bidder] Signature of Bidder [signature of personsigningthe Bid] Date [insertdate]

Total Bid Price

* [For previously imported Goods, the quoted price shall be distinguishable fromthe originalimport value ofthese Goods declaredto customs and shall include
any rebate or mark-up of the local agent or representative and all local costs exceptimport duties and taxes, which have been and/or have to be paid by the
Purchaser. For clarity the Bidders are asked to quote the price includingimport duties, and additionally to provide the import duties and the price net of import
duties which is the difference of those values.]
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Price Schedule: Goods Manufactured in the Purchaser’s Country

Date:
Purchaser’s Country (Group A and B Bids) RFB No:
Alternative No:
[}
Currencies in accordance with ITB 15 PageN of
1 2 3 4 5 6 7 8! 9 10
Line Description of Goods Delivery Date | Quantity Unit price Total EXW Price per line item for Cost of local labor, | Sales and other taxes payable | Total Price per
Item as defined by and EXW price per line inland transportation and raw materials and per line item if Contract is line item
N° Incoterms physical item other services required in components with awarded (in accordance with (Col. 6+7)
unit (Col. 4x5) the Purchaser’s Country to origin in the ITB 14.8(a)(ii)
convey the Goods to their | Purchaser’s Country
final destination % of Col. 5
[insert [insert name of Good] [insert quoted | [insert [insert EXW [insert total [insert the corresponding | [Insert cost of local [insert sales and other taxes | [insert total
number Delivery number of | unit price] EXW price per | price per lineitem] labor, raw material | payable per lineitem if price per item]
of the Date] units to line item] and components Contract is awarded]
item] be from within the
supplied Purchase’s country
and name asa % of the EXW
of the price per lineitem]
physical
unit]

Total Price

Name of Bidder [insert complete name of Bidder] Signature of Bidder [signature of personsigning the Bid] Date [insertdate]

! [Delete Column 8 if domestic preference is not applicable, which should normally be the case for off-the-shelf Goods]
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Price and Completion Schedule - Related Services

Date:
Currencies in accordance with ITB 15 RFB No:
Alternative No:
Page N° of
1 2 3 4 5 6 7
Service | Description of Services (excludes inland transportation Country of Delivery Date at place Quantity and physical unit Unit price Total Price per Service
N° and other services required in the Purchaser’s Country Origin of Final destination (Col. 5*6 or estimate)
to convey the goods to their final destination)
[insert [insert name of Services] [insert country | [insertdelivery date at | [insert number of units to be supplied and [insert unit price per | [insert total price per
number of of origin of the | place of final name of the physical unit] item] item]
the Services] destination per Service]
Service ]

Name of Bidder [insert complete name of Bidder] Signature of Bidder [signature of personsigningthe Bid] Date [insertdate]

Total Bid Price




Section IV - Bidding Forms 71

Form of Bid Security

(Bank Guarantee)
[The bank shall fill in this Bank Guarantee Formin accordance with the instructions
indicated.]
[Guarantor letterhead or SWIFT identifier code]
Beneficiary: [Purchaser to insert its name and address]
RFB No.: [Purchaser to insert reference number for the Request for Bids]
Alternative No.: [Insertidentification No if this is a Bid for an alternative]
Date: [Insert date of issue]
BID GUARANTEE No.: [Insert guarantee reference number]
Guarantor: [Insertname and address of place of issue, unlessindicated in the letterhead]

We have been informed that [insert name of the Bidder, which in the case of a joint
venture shall be the name of the joint venture (whether legally constituted or prospective) or
the names of all members thereof] (hereinafter called “the Applicant”) has submitted or will
submit to the Beneficiary its Bid (hereinafter called "the Bid") for the execution of
under Request for Bids No. _ (“the RFB”).

Furthermore, we understand that, according to the Beneficiary’s conditions, Bids must be
supported by a Bid guarantee.

At the request of the Applicant, we, as Guarantor, hereby irrevocably undertake to pay the
Beneficiary any sum or sums not exceeding in total an amount of

( ) upon receipt by us of the Beneficiary’s complying demand, supported by the
Beneficiary’s statement, whether in the demand itself or a separate signed document
accompanying or identifying the demand, stating that either the Applicant:

(@) has withdrawn its Bid prior to the Bid validity expiry date set forth in the Applicant’s
Letter of Bid, or any extended date provided by the Applicant; or

(b) having been notified of the acceptance of its Bid by the Beneficiary prior to the expiry
date of the Bid validity or any extension thereof provided by the Applicant has failed to:
(i) sign the contract agreement, or (i) furnish the performance security, in accordance
with the Instructions to Bidders (“ITB”) of the Beneficiary’s bidding document.
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This guarantee will expire: (a) if the Applicant is the successful Bidder, upon our receipt of
copies of the Contract agreement signed by the Applicant and the performance security issued
to the Beneficiary in relation to such Contract agreement; or (b) if the Applicant is not the
successful Bidder, upon the earlier of (i) our receipt of a copy of the Beneficiary’s notification
to the Applicant of the results of the Bidding process; or (ii) twenty-eight days after the expiry
date of the Bid validity.

Consequently, any demand for payment under this guarantee must be received by us at the
office indicated above on or before that date.

This guarantee is subject to the Uniform Rules for Demand Guarantees (URDG) 2010
Revision, ICC Publication No. 758.

[Signature(s)]

Note: All italicized text is for use in preparing this form and shall be deleted from the final
product.
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Manufacturer’s Authorization
[If applicable only]

[The Bidder shall require the Manufacturer to fill in this Form in accordance with the
instructions indicated. This letter of authorization should be on the letterhead of the
Manufacturer and should be signed by a person with the proper authority to sign documents
that are binding on the Manufacturer. The Bidder shall includeitin its Bid, if so indicated in
the BDS.]

Date: [insert date (as day, month and year) of Bid submission]
RFB No.: [insert number of RFB process]
Alternative No.: [insertidentification No if this is a Bid for an alternative]

To: [insert complete name of Purchaser]

WHEREAS

We [insert complete name of Manufacturer], who are official manufacturers of [insert type of
goods manufactured], having factories at [insert full address of Manufacturer’s factories], do
hereby authorize [insertcomplete name of Bidder] to submit a Bid the purpose of which is to
provide the following Goods, manufactured by us [insert name and or brief description of the

Goods], and to subsequently negotiate and sign the Contract.

We hereby extend our full guarantee and warranty in accordance with Clause 28 of the General
Conditions of Contract, with respect to the Goods offered by the above firm.

We confirm that we do not engage or employ forced labor or persons subject to trafficking or
child labor, in accordance with Clause 14 of the General Conditions of Contract.

Signed: [insert signature(s) of authorized representative(s) of the Manufacturer]

Name: [insert complete name(s) of authorized representative(s) of the Manufacturer]

Title: [inserttitle]

Dated on day of : [insert date of signing]
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Section V - Eligible Countries

Eligibility for the Provision of Goods, Works and Non Consulting Services in
Bank-Financed Procurement

In reference to ITB 4.8 and ITB 5.1, for the information of the Bidders, at the present time
firms, goods and services from the following countries are excluded from this Bidding process:

Under ITB 4.8(a) and ITB 5.1: [insert a list of the countries following approval by the Bank to
apply the restriction or state “none’].

Under ITB 4.8(b)and ITB5.1: [insert a list of the countries following approval by the Bank to
apply the restriction or state “none’’]
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Section VI - Fraud and Corruption

(Section V1 shall not be modified)

1. Purpose

1.1 The Bank’s Anti-Corruption Guidelines and this annex apply with respect to procurement
under Bank Investment Project Financing operations.

2. Requirements

2.1 The Bank requires that Borrowers (including beneficiaries of Bank financing); bidders
(applicants/proposers), consultants, contractors and suppliers; any sub-contractors, sub-
consultants, service providers or suppliers; any agents (whether declared or not); and any
of their personnel, observe the highest standard of ethics during the procurement process,
selection and contract execution of Bank-financed contracts, and refrain from Fraud and
Corruption.

2.2 To this end, the Bank:
a. Defines, for the purposes of this provision, the terms set forth below as follows:

I. “corrupt practice” is the offering, giving, receiving, or soliciting, directly
or indirectly, of anything of value to influence improperly the actions of
another party;

il. “fraudulent practice” is any act or omission, including misrepresentation,
that knowingly or recklessly misleads, or attempts to mislead, a party to
obtain financial or other benefit or to avoid an obligation;

lii. “collusive practice” is an arrangement between two or more parties
designed to achieve an improper purpose, including to influence
improperly the actions of another party;

Iv. “coercive practice” is impairing or harming, or threatening to impair or
harm, directly or indirectly, any party or the property of the party to
influence improperly the actions of a party;

V. “obstructive practice” is:

(@) deliberately destroying, falsifying, altering, or concealing of
evidence material to the investigation or making false statements
to investigators in order to materially impede a Bank
investigation into allegations of a corrupt, fraudulent, coercive,
or collusive practice; and/or threatening, harassing, or
intimidating any party to prevent it from disclosing its
knowledge of matters relevant to the investigation or from
pursuing the investigation; or



Section VI — Fraud and Corruption 78

(b) acts intended to materially impede the exercise of the Bank’s
inspection and audit rights provided for under paragraph 2.2 e.
below.

b. Rejects a proposal for award if the Bank determines that the firm or individual
recommended for award, any of its personnel, or its agents, or its sub-
consultants, sub-contractors, service providers, suppliers and/ or their
employees, has, directly or indirectly, engaged in corrupt, fraudulent, collusive,
coercive, or obstructive practices in competing for the contract in question;

c. In addition to the legal remedies set out in the relevant Legal Agreement, may
take other appropriate actions, including declaring misprocurement, if the Bank
determines at any time that representatives of the Borrower or of a recipient of
any part of the proceeds of the loan engaged in corrupt, fraudulent, collusive,
coercive, or obstructive practices during the procurement process, selection
and/or execution of the contract in question, without the Borrower having taken
timely and appropriate action satisfactory to the Bank to address such practices
when they occur, including by failing to inform the Bank in a timely manner at
the time they knew of the practices;

d. Pursuant to the Bank’s Anti- Corruption Guidelines, and in accordance with the
Bank’s prevailing sanctions policies and procedures, may sanction a firm or
individual, either indefinitely or for a stated period of time, including by
publicly declaring such firm or individual ineligible (i) to be awarded or
otherwise benefit from a Bank-financed contract, financially or in any other
manner;! (i) to be a nominated? sub-contractor, consultant, manufacturer or
supplier, or service provider of an otherwise eligible firm being awarded a
Bank-financed contract; and (iii) to receive the proceeds of any loan made by
the Bank or otherwise to participate further in the preparation or implementation
of any Bank-financed project;

e. Requires that a clause be included in bidding/request for proposals documents
and in contracts financed by a Bank loan, requiring (i) bidders
(applicants/proposers), consultants, contractors, and suppliers, and their sub-
contractors, sub-consultants, service providers, suppliers, agents, personnel,
permit the Bank to inspect?® all accounts, records and other documents relating

For the avoidance of doubt, a sanctionedparty’sineligibility to be awarded a contract shall include, without limitation,
(i) applying for pre-qualification, expressing interest in a consultancy, and bidding, either directly or asa nominated sub-
contractor,nominated consultant, nominated manufacturer or supplier, or nominated service provider, in respect of such
contract, and (ii) enteringinto an addendum or amendment introducinga material modification to any existingcontract.

A nominated sub-contractor, nominated consultant, nominated manufacturer or supplier, or nominatedservice provider
(different names are used depending on the particular bidding document) is one which hasbeen: (i) included by the bidder
in itspre-qualification application or bid because it brings specific and critical experience and know-how that allow the
bidder to meet the qualification requirements for the particular bid; or (ii) appointed by the Borrower.

Inspections in this context usually are investigative (i.e., forensic) in nature. They involve fact-finding activities
undertaken by the Bank or persons appointed by the Bank to address specific matters related to investigations/audits,
such as evaluating the veracity of an allegation of possible Fraud and Corruption, through the appropriate mechanisms.
Such activity includes but is not limited to: accessing and examining a firm's or individual's financial records and
information, and making copiesthereof as relevant; accessing and examiningany other documents, data and information
(whether in hard copy or electronic format) deemed relevant for the investigation/audit, and making copies thereof as
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to the procurement process, selection and/or contract execution, and to have
them audited by auditors appointed by the Bank.

relevant; interviewing staff and other relevant individuals; performing physical inspections andsite visits; and obtaining
third party verification of information.
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PART 2 — Supply Requirements
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1. List of Goods and Delivery Schedule

[The Purchaser shall fill in this table, with the exception of the column “Bidder’s offered Delivery date” to be filled by the Bidder]

Line Description of Goods Quantity Physi_ca F!nal_ Delivery (as per Incoterms) Date
Item unit (Bﬁg-tégs giotg) Earliest Latest Delivery | Bidder’s offered
N° s sJ sified | Delivery Date Date Delivery date [to be
. pgDISI provided by the
n Bidder]
1 Email Security Spam, As per | 55000 |ICT 30 Business 60 Business [insert the number of
Malware, Phishing and the Authority, Days Days days following the
Content Filtering Software | +~5p Telposta date of effectiveness
for a Period of 3 Years Towers of the Contract]
1

2. List of Related Services and Completion Schedule
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Administrators.

Service Description of Service Quantity! Physical Unit Place where Services Final
shall be performed Completion
Date(s) of
Services
1 Installation, configuration, 1 1 ICT Authority, 60 Business
Implementation and commissioning of Telposta Towers Days
the Email Security Solution.
2 Firstline local support with 24/7/365 1 1 ICT Authority, 3 years
monitoring of Email Security (including Telposta Towers
incident response and remediation) for 3
years with cost per year
3 Training — OEM Administrator Training 10 10 ICT Authority, 60 Business
for at least 10 Email Security Telposta Towers Days

1. If applicable
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3. Technical Specifications

Section VII - Schedule of Requirements

MANAGED/HOSTED ENTERPRISE E-MAIL SYSTEM

SECURITY SOLUTION FOR GOK EMAILS (3 Yrs)

Technical Functionality Specifications

The ICT Authority hosts and manages various Digital Assets for various Government
Institutions and Agencies. Among these Digital Assets are the Government E-Mail Services.

Thee email system is a critical service being offered to all Ministries, Departments and
Agencies (MDAs) and therefore it is very critical to secure the entire ecosystem. Given the
cabinet directive that all entities use the official emails it is important to ensure and assure the
clients of the availability of the service 24/7 at 99.93%.

The ICT Authority through the Kenya Digital Economy and Acceleration Program (KDEAP)
seeks the services of a managed e-mail security hosting service provider to provide a 24/7/365
on premise managed E-Mail security gateway to the ICT Authority for a Period of Three (3)
years. The Service provider will have to supply and install all necessary infrastructure
components & services that would be necessary as per the defined requirements of this RFP
and subsequent addendums if any.

Scope ofwork:
Broad Scope of work will include but not restricted to the following:

) Supply, install, implementation and integration of the proposed Email Security
Gateway appliance with the existing email solution (The Government currently uses
Zimbra Network Edition on premise as its email platform of choice) for a total of
55,000 (fifty Five thousand) email box users that will have the functionality detailed
in this request. The solution should entail;

d) Email Security Gateway

e) Email DLP capabilities

f) Email Anti-APT Service;
The vendor shall be responsible for ensuring the delivery of all the functional, technical
and operational requirements for all the products with proper co-ordination from the
ICT Authority Team.
The vendor shall be provided with additional information if need be to understand the
existing Government Email Infrastructure as part of scope.

k) Proposed virtual appliance should be compatible with VMware vSphere esxi
seamlessly.
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The ICT Authority runs the e-mail servers on in 6.7 VMware esxi version/platform.

m) Supply updates and upgrades including new versions of all the solution software

licenses supplied as part of this tender during the period of three years.
All the software quoted should be with three (3) year support from direct OEM for
24x7x365 with unlimited incident support including unlimited upgrades and updates.
The Bidder shall provide a Manufacturers Authorization letter along with the bid as per
the MAF annexure.

Delivery location: ICT Authority Designated Datacenter within Nairobi City.
Implementation of the entire project to be completed within one month from the date
of delivery of solution software and all requisites at the site.
The Bidder shall Supply, Install, Integrate, Migrate and Support for below, but not
limited to:

IX. Renew and provide for licenses on the Email Security solution for 55,000

users,
X.  Implement DKIM signing for out bound mails,
xi.  Migrate and enhance all the Anti-Spam, Antivirus, anti-malware security rules,
policies,

xii.  Migrate and enhance all the email security policies,
xiil.  Configure Encryption and DLP rules/policies,
xiv.  Migrate SMTP whitelist/blacklist rules and polices,

xv. Integrate with ICT Authority existing Syslog, SIEM, SOC tools and solutions,
xvi.  Implementation, configuration & Migration plans.

Solution Functional Requirements

Requirement

No.

1 | The proposed email security solution can either be hardware, software/virtual based and can
be hosted over a locally hosted cloud or on-Premises Provision.

2 | The solution must support over 100,000 user/mailboxes from day 1 and scalable as per the
Government’s Growth and demand requirement

3 | Solution should provide the Log Storage for a minimum 90 days. Minimum 15 days of
spam email with minimum 30 GB storage to keep the spam mail.

4 | The solution should provide anti-spamming, antivirus, web filter and Anti-malware
protection. Solution should update the signatures in real time/ near real time.

5 | Features for whitelisting, blacklisting domains, email ids, URLS, IP address should be
available.

6 | The solution should have features to build scenarios for actions on emails.

7 | The Solution should have IPV4 and IPVV6 Compatibility.
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Requirement
No.

8 | The bidder should follow the data localization guidelines of the Government and regulators
as applicable from time to time. A confirmation should be provided in this regard.

9 | Implementation architecture for DC-DR along with the functions performed as per DR
scenario should be provided containing full details.

10 | The solution should have the capability to be integrated with the case management solution
and incident management solution of the ICT Authority.

11 | The solution should provide analytical reports based on the emails processed by the system
between two periods to enable fine tuning of policies.

12 | The bidder should provide a flow chart depicting the actions of the different email security
solutions on the email.

13 | The bidder and OEM should give a list of different threat and risk scenarios and explain
how the email security solution will provide/enhance the security of the email system of the
Government. It should also explain the normal behaviour of the system in such scenarios.
The behaviour and actions should be configurable based on different conditions as required
by the bank.

Solution should protect against URL-based threats and should have lookalike domain

14 | detection capability.

15 | The Solution should have DR capabilities and functionalities so that the email security can

be implemented even if the email solution is shifted from one setup to another setup. This
should be properly configured during implementation.

Malware/Anti-Virus Protection

16

The Solution should have the feature of virus/malware scanning engine to quarantine or
sandbox the infected emails

17

The Solution should detect known or suspect secure-risk URLs embedded in the email,
which are reliable indicators of spyware, malware or phishing attacks.

18

The solution should have performance capability of processing more than 100,000
messages per hour.

19

The Solution should provide proactive virus detection methods for new email-borne
viruses.

20

The Solution should have the management on virus quarantine and should have the access
and manipulate the quarantined virus emails.

21

The solution virus engine should support scanning by inbound and outbound and configure
the policy per direction.

22

Solution should provide URL Filtering on email Any suspicious URL should be suppressed

23

The Solution should have close to 100% virus detection rate for known viruses.
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Requirement

No.

24 | Solution should protect against URL-based threats and should have lookalike domain
detection capability.

Antispam

25 | The Solution should provide an attachment scanning capability to detect file-based spam
messages

26 | The solution should support URL classification of the embedded links and it contributes for
SPAM detection.

27 | The solution should support dictionaries scanning and dictionaries are built-in to the
product and allow the customer to create his own dictionary.

28 | The solution should report the false positive email and a button in the quarantine queue.

29 | The solution should also allow users to report SPAM mails.

Content controls

30

The solution should have at least 1500+ predefined content rules inbuilt with Email
Security & embedded in the product

31

Content based filtering policy can be made (Sender/Receiver/File size/grouping) and other
customization

32

The solution should have predefined dictionaries and key phrases to detect defined terms,
offensive language etc.

33

The solution should be able to look for content in the email header, body of message and
also attachments.

34

The solution should be able to restrict incoming and outgoing emails based on file types,
file size and also by file name and also through a combination of them.

35

The solution should provide the local domain identification and should drop any email with
source email 1D not existing.

36

The solution should be able to quarantine the email with Bad email id, bad domain and
combination of both.

37

The solution should provide the protection for bad reputation domain mail, anti-phishing
and also auto-classify the mail to relevant mail queues.

38

The solution should provide the spam controls and check Sender Id and Reverse Entry not
available then drop the mail with proper notification to sender.

Mail Transfer Agent (MTA) Functionality

39

The solution must allow setting SMTP greeting messages, delay time and the fully qualified
domain name for SMTP session establishment.

40

The solution must support policy-based TLS encryption between mail domains.
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Requirement
No.

41 | The solution must provide the capability of connection control and message rates control
for inbound and outbound respectively.

42 | The solution must support the TLS 1.2 or higher and also TLS 1.2 encryption from day 1

43 | The solution must have directory harvesting and DoS prevention capabilities.

44 | The solution must allow the administrator to specify the retry time for a delivery failure.

45 | The solution must provide areal time IP reputation system.

46 | The solution must support internal sender authentication.

47 | The solution must support user groups (LDAP) and domain-based routing and delivery.

48 | The Proposed solution must support SPF, DMARC & DKIM

49 | The solution must support message stamping by adding notes or disclaimer in the message.

50 | The solution must support IP/address/domain-based whitelist and blacklist.

51 | The solution must have capability for Outbound throttling by IP/address.

52 | The solution must support Inbound mail routing delivery preferences to accommodate
larger, more complex network

Management

53 | The solution must support centralized management, including policy configuration,
quarantines and log reporting.

54 | The solution must support the real-time graphical and chart-based dashboard for the
summary of email filtering activities.

55 | The Solution must support quarantine administrator roles. Thus, only the delegated
administrator is allowed to access the message in a specific queue.

56 | The solution should searcha message in the queue and should have multiple options.

The Solution should have option for end user notification for email quarantining letter to be

57 | customized and click boxes that enable the user to release e-mail, report false positives, add
senders to allow or block lists and direct links to personal email management portal.

58 |The personal management portal should be a web-based Ul for end users i.e. the console
should be available to multiple users and multiple end points and there should be drill down
features in the dashboard. They should be customizable based on needs.

59 | The Proposed solution should allow email reply to release the email quarantined by
solution.

60 | Email ATP & Email DLP integration must be there with Email Security Gateway.

61 | The solution should support native system backup and software update functionality.

Logs and Reporting

62 | The solution should support a real time graphical and chart-based dashboard for the
summary of email filtering activities.
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No.

Requirement

63

The proposed solution should be pre-built report templates which the administrator can use
for generating reports.

64

The Proposed solution should support report creation in Excel and PDF.

65

The Proposed solution should have capabilities to automatically deliver reports based on
schedule to selected recipients

66

The Proposed solution should be able to consolidate reports from multiple boxes for
centralized logging and reporting.

67

The Proposed solution should provide detailed information on messages to
comprehensively track messages.

68

The Proposed solution should allow parameters to be defined for searching message logs.

69

The Proposed solution should have True Source IP Detection and Connection Blocking
feature should work even if Email Security is deployed behind Corporate Email Relay
Server/Firewall SMTP.

70

The Proposed solution should have option to monitor traffic in real time for easier
troubleshooting

71

The Proposed Solution should support SIEM integration in Email Security allows log data
to be saved to the SIEM server using several predefined formats: syslog/common event
format (CEF), syslog/key-value pairs, and syslog long event extended format etc. and
should be able to integrate any SIEM solution including ArcSight & RSA

End

User Management

72

The Proposed solution should provide capabilities for end users to search on quarantined
messages specific to them. The solution should allow end users to release mails from
quarantine if approved.

73

The solution should support notifications that should be sent to end users whenever mails
are quarantined for them.

74

The solution should support role-based access and should have option to create users as per
requirement

75

The Proposed Solution should be able to handle configuration of workflow. End user
should be able to release the quarantined email via replying to the notification email from
his inbox

76

The notification message to end users should be completely customizable.

77

The Proposed solution should allow end users to create their own personal allow and block
lists. The solution should allow administrators to define which queues can be accessed by
end user

78

The solution should have a central end user management portal for multiple appliances.

Support
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No.

Requirement

79

The Vendor/Bidder should have its own technical support center in Kenya.

EMAIL Security DLP

Functionality Require ment

No.

1 The solution should be able to detect and prevent the outbound email for leaking the
critical data outside.

2 The solution should support 100,000 users from day 1. The solution should have
performance capability of processing more than 100,000 outbound message per hour.

3 The solution should be able to block outbound emails sent via SMTP if it violates the
policy
The proposed solution should seamlessly integrate with Email Gateway to receive mails

4 from mail server and inspect content before delivering mails to next hop and should
quarantine emails that are in violation of company policy.
The solution should support Email DLP deployment on cloud for Zimbra E-mail. All

5 licenses required for the same should be included and management should be from the
same centralized management platform

6 The solution should have functions for alerting on bulk email i.e. broadcast of

address should be controlled.

Data Identification & Policy Manage ment

The solution should have a comprehensive list of predefined policies and templates with

7 over 2000+ patterns to identify and classify information.
8 Solution should provide the flexibility to disable or modify the default rule conditions
Solution should provide notification to sender or receiver, in case any block email in the
9 | flow of data through the DLP system.
The solution should be integrated with the Security Operation Centre.
10
The solution should check encrypted files/document on mail and action to be taken as per
11 | policy
The solution should provide capabilities to identify data based on keywords or
12 | dictionaries and the solution should be able to enforce policies based on file types, size of
files and also the name of the file
The solution should be able to detect and block malicious encrypted and password
13 | protected files without reading the encrypted content.
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Functionality Require ment

No.
The solution should be able to recursively inspect the content of compressed archives
14
The Solution should have advanced Machine Learning_Ability to automatically learn
15 | sensitive information from copies of information that needs to be protected and also
automatically learn false positives.
The solution should be able to identify data leaked and known encrypted format like
16 | password protected word document
The solution should be able to identify and block malicious activity like data thefts
17 | through files encrypted using non-standard algorithms.
The Proposed DLP Solution must be GDPR and CCPA Compliant
18

Automated Response & Incident Management

The solution should be able to alert and notify sender, sender's manager and the policy

26 | owner whenever there is a policy violation. Different notification templates for different
audiences should be possible.
The solution should support guarantine as an action for email policy violations and should

o7 | allow the sender's manager to review the mail and provide permissions for him to release
the mail by logging into the Ul

29 The solution should allow a specific incident manager to manage incidents of specific

policy violation, specific user groups etc.

Role Based Access and Privacy Control

30

The system should control incident access based on role and policy violated. The system
should also allow arole creation for not having rights to view the identity of the user and
the forensics of the incident

The system should create separate roles for technical administration of servers, user
administration, policy creation and editing, incident remediation, and incident viewing for
data at rest, in motion, or at the endpoint

The system should allow a role only to view incidents but not manage or remediate them

31

The system should have options to create a role to see summary reports, trend reports and
high-level metrics without the ability to see individual incidents

32

The system should allow incident managers and administrators to use their Active
directory credentials to login into the console

Reporting and Analytics

35

The solution should have a dashboard view designed for use by management that can
combine information from data in motion (network).

36

The system should allow reports to be mailed directly from the Ul and should allow
automatic schedule of reports to identified recipients
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. Functionality Re quire ment
0.
37 | The reports should be exported to at least CSV, PDF, HTML formats
38 | The system should provide options to save specific reports as favourites for reuse
39 | The system should have pre-defined reports which administrators can leverage
40 | The solution should integrate with any SIEM solution implemented at the ICT Authority.
41 | Features for disabling or modifying default rules, scenarios, and configurations should be
available
Email ATP:
Functionality Require ment
No.
1 The Solution should provide email attachment sandboxing for both Inbound and outbound
mails
5 The Solution should have multiple AV/APT engines for anti-virus and malware scanning.
Solution should provide on cloud AV/APT service from dayl
3 The Solution should provide email attachment sandboxing for both Inbound and outbound
mails. The Solution should be patient zero protection as well.
4 The Solution should Full System Emulation techniques to protect against memory attack
with Multiple file format support.
5 Sandbox Service should have Kernel visibility with minimal OS version dependencies
6  [Solution to support below files for execution: Portable Document: PDF
Document: DOC, DOCX, DOT, DOCM, DOTX, DOTM, HWP, ODT, PUB, RTF, WPD,
XML,
XPS and other file type.
Spreadsheet: CSV, ODS, SYLK, XLT, XLS, XLM, XLTX, XLSM, XLTM, XLSB, XLA,
XLAM,
XLL, XLSX and other file type.
PowerPoint: ODP,PPS, PPT,PPTX, PPTM, POTX, POTM, PPAM and other file type.
Executable: BAT,COM, DLL, EXE, HTA, JS, MACH-O, MSI, PIF, PL,PS1, PY, SCR,
SH,
SYS, VB, WSF and other file type.
Archive File: 7Z, ACE, APK, ARJ, BZIP, CAB, CHM, DMG, GZ, ISO, JAR, LHA,
LZMA,, NUPKG, RAR, TAR, TARGZ, TNEF, WAR, XAR, XZ, ZIP, ZIPX and other file
type.
Media: ODG, SVG, SWF, TIFF and other file type.
Misc: CLASS, EML, HTML, 1QY, PCAP, URL and other file type.
7  [The Proposed solution should provide correlated threat data such as: IP addresses, DNS

domain names, URLSs, Filenames, Process names, Windows Registry entries, File hashes,

Malware detections and Malware families through a portal.
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Functionality Require ment

No.
The proposed solution should have multi-layered detection framework including static,
8 behavioural, heuristic, signature-based, file context, metadata and machine learning
detection Methods
The proposed solution should be able to provide in-depth reporting including the static
9 scanning results, sandbox assessment, network activity analysis, and a source tracking
information
There should be options to bypass scanning of a particular domain/file type from APT.
10
The solution should have the option to store email or file in a queue in case the similar file
11 | with the same hash value received in the given timespan then the action should be
followed.
12 | The solution should provide the exception bypass, Email id exclusion (send or receive)

with features for override.
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4. Drawings

This bidding document includes [insert “the following” or “no’’] drawings.

[1f documents shall be included, insert the following List of Drawings]

List of Drawings

Drawing Nr.

Drawing Name

Purpose
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5. Inspections and Tests

The following inspections and tests shall be performed: [insert list of inspections and tests]
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Section VIII - General Conditions of Contract

1. Definitions 1.1 The following words and expressions shall have the meanings
hereby assigned to them:

(@) “Bank” means the World Bank and refers to the
International Bank for Reconstruction and Development

(IBRD) or the International Development Association
(IDA).

(b) “Contract” means the Contract Agreement entered into
between the Purchaser and the Supplier, together with the
Contract Documents referred to therein, including all
attachments, appendices, and all documents incorporated
by reference therein.

(c) “Contract Documents” means the documents listed in the
Contract Agreement, including any amendments thereto.

(d) “Contract Price” means the price payable to the Supplier
as specified in the Contract Agreement, subject to such
additions and adjustments thereto or deductions therefrom,
as may be made pursuant to the Contract.

(e) “Day” means calendar day.

(H “Completion” means the fulfillment of the Related
Services by the Supplier in accordance with the terms and
conditions set forth in the Contract.

(9) “GCC” means the General Conditions of Contract.

(h) “Goods” means all of the commodities, raw material,
machinery and equipment, and/or other materials that the
Supplier is required to supply to the Purchaser under the
Contract.

(i)  “Purchaser’s Country” is the country specified in the
Special Conditions of Contract (SCC).

() “Purchaser” means the entity purchasing the Goods and
Related Services, as specified in the SCC.

(k) “Related Services” means the services incidental to the
supply of the goods, such as insurance, installation,

training and initial maintenance and other such obligations
of the Supplier under the Contract.

()  “SCC” means the Special Conditions of Contract.

(m) “Subcontractor” means any person, private or
government entity, or acombination of the above, to whom
any part of the Goods to be supplied or execution of any
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part of the Related Services is subcontracted by the
Supplier.

(n) “Supplier” means the person, private or government entity,
or a combination of the above, whose Bid to perform the
Contract has been accepted by the Purchaser and is named as
such in the Contract Agreement.

(0) “The Project Site,” where applicable, means the place
named in the SCC.

2. Contract 2.1 Subject to the order of precedence set forth in the Contract
Documents Agreement, all documents forming the Contract (and all parts
thereof) are intended to be correlative, complementary, and

mutually explanatory. The Contract Agreement shall be read as a

whole.
3. Fraud and 3.1 The Bank requires compliance with the Bank’s Anti-Corruption
Corruption Guidelines and its prevailing sanctions policies and procedures as

set forth in the WBG’s Sanctions Framework, as set forth in
Appendix 1 to the GCC.

3.2 The Purchaser requires the Supplier to disclose any commissions
or fees that may have been paid or are to be paid to agents or any
other party with respect to the Bidding process or execution of the
Contract. The information disclosed must include at least the name
and address of the agent or other party, the amount and currency,
and the purpose of the commission, gratuity or fee.

4. Interpretation 4.1 If the context so requires it, singular means plural and vice versa.
4.2 Incoterms

(@) Unless inconsistent with any provision of the Contract, the
meaning of any trade term and the rights and obligations
of parties thereunder shall be as prescribed by Incoterms
specified in the SCC.

(b) The terms EXW, CIP, FCA, CFR and other similar terms,
when used, shall be governed by the rules prescribed in the
current edition of Incoterms specified in the SCC and
published by the International Chamber of Commerce in
Paris, France.

4.3 Entire Agreement

The Contract constitutes the entire agreement between the
Purchaser and the Supplier and supersedes all communications,
negotiations and agreements (whether written or oral) of the
parties with respect thereto made prior to the date of Contract.

4.4  Amendment
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No amendment or other variation of the Contract shall be valid
unless it is in writing, is dated, expressly refers to the Contract,
and is signed by a duly authorized representative of each party
thereto.

45 Nonwaiver

(@) Subject to GCC Sub-Clause 4.5(b) below, no relaxation,
forbearance, delay, or indulgence by either party in
enforcing any of the terms and conditions of the Contract
or the granting of time by either party to the other shall
prejudice, affect, or restrict the rights of that party under
the Contract, neither shall any waiver by either party of any
breach of Contract operate as waiver of any subsequent or
continuing breach of Contract.

(b)  Any waiver of a party’s rights, powers, or remedies under
the Contract must be in writing, dated, and signed by an
authorized representative of the party granting such
waiver, and must specify the right and the extent to which
it is being waived.

4.6  Severability

If any provision or condition of the Contract is prohibited or
rendered invalid or unenforceable, such prohibition, invalidity
or unenforceability shall not affect the validity or enforceability
of any other provisions and conditions of the Contract.

5. Language 5.1 The Contract as well as all correspondence and documents
relating to the Contract exchanged by the Supplier and the
Purchaser, shall be written in the language specified in the SCC.
Supporting documents and printed literature that are part of the
Contract may be in another language provided they are
accompanied by an accurate translation of the relevant passages
in the language specified, in which case, for purposes of
interpretation of the Contract, this translation shall govern.

5.2  The Supplier shall bear all costs of translation to the governing
language and all risks of the accuracy of such translation, for
documents provided by the Supplier.

6. JointVenture, 6.1 If the Supplier is a joint venture, consortium, or association, all of
Consortiumor the parties shall be jointly and severally liable to the Purchaser for
Association the fulfillment of the provisions of the Contract and shall designate

one party to act as a leader with authority to bind the joint venture,
consortium, or association. The composition or the constitution of
the joint venture, consortium, or association shall not be altered
without the prior consent of the Purchaser.
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7. Eligibility

8. Notices

9. Governing

Law

10. Settlement of
Disputes

7.1

7.2

8.1

8.2

9.1

9.2

10.1

10.2

The Supplier and its Subcontractors shall have the nationality of
an eligible country. A Supplier or Subcontractor shall be deemed
to have the nationality of a country if it is a citizen or constituted,
incorporated, or registered, and operates in conformity with the
provisions of the laws of that country.

All Goods and Related Services to be supplied under the Contract
and financed by the Bank shall have their origin in Eligible
Countries. For the purpose of this Clause, origin means the
country where the goods have been grown, mined, cultivated,
produced, manufactured, or processed; or through manufacture,
processing, or assembly, another commercially recognized
article results that differs substantially in its basic characteristics
from its components.

Any notice given by one party to the other pursuant to the
Contract shall be in writing to the address specified in the SCC.
The term “in writing” means communicated in written form with
proof of receipt.

A notice shall be effective when delivered or on the notice’s
effective date, whichever is later.

The Contract shall be governed by and interpreted in accordance
with the laws of the Purchaser’s Country, unless otherwise
specified in the SCC.

Throughout the execution of the Contract, the Supplier shall

comply with the import of goods and services prohibitions in the
Purchaser’s Country when:

(a) as a matter of law or official regulations, the Borrower’s
country prohibits commercial relations with that country; or
(b) by an act of compliance with a decision of the United
Nations Security Council taken under Chapter VII of the
Charter of the United Nations, the Borrower’s Country
prohibits any import of goods from that country or any
payments to any country, person, or entity in that country.

The Purchaser and the Supplier shall make every effort to
resolve amicably by direct informal negotiation any
disagreement or dispute arising between them under or in
connection with the Contract.

If, after twenty-eight (28) days, the parties have failed to resolve
their dispute or difference by such mutual consultation, then
either the Purchaser or the Supplier may give notice to the other
party of its intention to commence arbitration, as hereinafter
provided, asto the matter in dispute, and no arbitration in respect



Section VIII — General Conditions of Contract

106

11. Inspections

and Audit by
the Bank

12. Scope of
Supply

13. Deliveryand
Documents

10.3

11.1

11.2

121

13.1

of this matter may be commenced unless such notice is given.
Any dispute or difference in respect of which a notice of
intention to commence arbitration has been given in accordance
with this Clause shall be finally settled by arbitration.
Arbitration may be commenced prior to or after delivery of the
Goods under the Contract. Arbitration proceedings shall be
conducted in accordance with the rules of procedure specified in
the SCC.

Notwithstanding any reference to arbitration herein,

(a) the parties shall continue to perform their respective
obligations under the Contract unless they otherwise agree;
and

(b) the Purchaser shall pay the Supplier any monies due the
Supplier.

The Supplier shall keep, and shall make all reasonable efforts to
cause its Subcontractors to keep, accurate and systematic accounts
and records in respect of the Goods in such form and details as will
clearly identify relevant time changes and costs.

Pursuant to paragraph 2.2 e. of Appendix 1 to the General
Conditions the Supplier shall permit and shall cause its agents
(where declared or not), subcontractors, subconsultants, service
providers, suppliers, and personnel, to permit, the Bank and/or
persons appointed by the Bank to inspect the site and/or the
accounts, records and other documents relating to the procurement
process, selection and/or contract execution, and to have such
accounts, records and other documents audited by auditors
appointed by the Bank. The Supplier’s and its Subcontractors’ and
subconsultants’ attention is drawn to Sub-Clause 3.1 (Fraud and
Corruption) which provides, inter alia, that acts intended to
materially impede the exercise of the Bank’s inspection and audit
rights constitute a prohibited practice subject to contract termination
(as well as to a determination of ineligibility pursuant to the Bank’s
prevailing sanctions procedures).

The Goods and Related Services to be supplied shall be as specified
in the Schedule of Requirements.

Subject to GCC Sub-Clause 33.1, the Delivery of the Goods and
Completion of the Related Services shall be in accordance with the
Delivery and Completion Schedule specified in the Schedule of
Requirements. The details of shipping and other documents to be
furnished by the Supplier are specified in the SCC.
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14. Supplier’s
Responsibilities

14.1 The Supplier shall supply all the Goods and Related Services
included in the Scope of Supply in accordance with GCC Clause
12, and the Delivery and Completion Schedule, as per GCC
Clause 13.

14.2 The Supplier, including its Subcontractors, shall not employ or
engage forced labor or persons subject to trafficking, as described in
GCC Sub-Clauses 14.3 and 14.4.

14.3 Forced labor consists of any work or service, not voluntarily
performed, that is exacted from an individual under threat of force
or penalty, and includes any kind of involuntary or compulsory
labor, such as indentured labor, bonded labor or similar labor-
contracting arrangements.

14.4 Trafficking in persons is defined as the recruitment, transportation,
transfer, harbouring or receipt of persons by means of the threat or
use of force or other forms of coercion, abduction, fraud, deception,
abuse of power, or of a position of vulnerability, or of the giving or
receiving of payments or benefits to achieve the consent of a person
having control over another person, for the purposes of exploitation.

14.5 The Supplier, including its Subcontractors, shall not employ or
engage a child under the age of 14 unless the national law specifies
a higher age (the minimum age).

14.6 The Supplier, including its Subcontractors, shall not employ or
engage a child between the minimum age and the age of 18 in a
manner that is likely to be hazardous, or to interfere with, the child’s
education, or to be harmful to the child’s health or physical, mental,
spiritual, moral, or social development.

14.7 Work considered hazardous for children is work that, by its nature
or the circumstances in which it is carried out, is likely to jeopardize
the health, safety, or morals of children. Such work activities
prohibited for children include work:

(a) with exposure to physical, psychological or sexual abuse;

(b) underground, underwater, working at heights or in
confined spaces;

(c) with dangerous machinery, equipment or tools, or
involving handling or transport of heavy loads;

(d) in unhealthy environments exposing children to hazardous
substances, agents, or processes, or to temperatures, noise
or vibration damaging to health; or

(e) under difficult conditions such as work for long hours,

during the night or in confinement on the premises of the
employer.
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14.8 The Supplier shall comply, and shall require its Subcontractors if
any to comply, with all applicable health and safety regulations,
laws, guidelines, and any other requirement stated in the
Technical Specifications.

14.9 The Supplier shall comply with additional obligations as specified
in the SCC.

15. Contract Price  15.1 Prices charged by the Supplier for the Goods supplied and the
Related Services performed under the Contract shall not vary
from the prices quoted by the Supplier in its Bid, with the
exception of any price adjustments authorized in the SCC.

16. Terms of 16.1 The Contract Price, including any Advance Payments, if
Payment applicable, shall be paid as specified in the SCC.

16.2 The Supplier’s request for payment shall be made to the
Purchaser in writing, accompanied by invoices describing, as
appropriate, the Goods delivered and Related Services
performed, and by the documents submitted pursuant to GCC

Clause 13 and upon fulfillment of all other obligations stipulated
in the Contract.

16.3 Payments shall be made promptly by the Purchaser, but in no case
later than sixty (60) days after submission of aninvoice or request
for payment by the Supplier, and after the Purchaser has accepted
it.

16.4 The currencies in which payments shall be made to the Supplier

under this Contract shall be those in which the Bid price is
expressed.

16.5 In the event that the Purchaser fails to pay the Supplier any
payment by its due date or within the period set forth in the SCC,
the Purchaser shall pay to the Supplier interest on the amount of
such delayed payment at the rate shown in the SCC, for the
period of delay until payment has been made in full, whether
before or after judgment or arbitrage award.

17. Taxes and 17.1 For goods manufactured outside the Purchaser’s Country, the
Duties Supplier shall be entirely responsible for all taxes, stamp duties,
license fees, and other such levies imposed outside the

Purchaser’s Country.

17.2 For goods Manufactured within the Purchaser’s Country, the
Supplier shall be entirely responsible for all taxes, duties, license
fees, etc., incurred until delivery of the contracted Goods to the
Purchaser.

17.3 If any tax exemptions, reductions, allowances or privileges may
be available to the Supplier in the Purchaser’s Country, the
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18. Performance
Security

19. Copyright

20. Confidential
Information

Purchaser shall use its best efforts to enable the Supplier to benefit
from any such tax savings to the maximum allowable extent.

18.1 If required as specified in the SCC, the Supplier shall, within
twenty-eight (28) days of the notification of contract award,
provide a performance security for the performance of the
Contract in the amount specified in the SCC.

18.2 The proceeds of the Performance Security shall be payable to the
Purchaser as compensation for any loss resulting from the
Supplier’s failure to complete its obligations under the Contract.

18.3 As specified in the SCC, the Performance Security, if required,
shall be denominated in the currency(ies) of the Contract, or in a
freely convertible currency acceptable to the Purchaser; and shall
be in one of the format stipulated by the Purchaser in the SCC, or
in another format acceptable to the Purchaser.

18.4 The Performance Security shall be discharged by the Purchaser
and returned to the Supplier not later than twenty-eight (28) days
following the date of Completion of the Supplier’s performance
obligations under the Contract, including any warranty
obligations, unless specified otherwise in the SCC.

19.1 The copyright in all drawings, documents, and other materials
containing data and information furnished to the Purchaser by the
Supplier herein shall remain vested in the Supplier, or, if they are
furnished to the Purchaser directly or through the Supplier by any
third party, including suppliers of materials, the copyright in such
materials shall remain vested in such third party.

20.1 The Purchaser and the Supplier shall keep confidential and shall
not, without the written consent of the other party hereto, divulge
to any third party any documents, data, or other information
furnished directly or indirectly by the other party hereto in
connection with the Contract, whether such information has been
furnished prior to, during or following completion or termination
of the Contract. Notwithstanding the above, the Supplier may
furnish to its Subcontractor such documents, data, and other
information it receives from the Purchaser to the extent required
for the Subcontractor to perform its work under the Contract, in
which event the Supplier shall obtain from such Subcontractor an
undertaking of confidentiality similar to that imposed on the
Supplier under GCC Clause 20.

20.2 The Purchaser shall not use such documents, data, and other
information received from the Supplier for any purposes
unrelated to the contract. Similarly, the Supplier shall not use
such documents, data, and other information received from the
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Purchaser for any purpose other than the performance of the
Contract.

20.3 The obligation of a party under GCC Sub-Clauses 20.1 and 20.2
above, however, shall not apply to information that:

(@) the Purchaser or Supplier need to share with the Bank or
other institutions participating in the financing of the
Contract;

(b)  now or hereafter enters the public domain through no fault
of that party;

(c) can be proven to have been possessed by that party at the
time of disclosure and which was not previously obtained,
directly or indirectly, from the other party; or

(d) otherwise lawfully becomes available to that party from a
third party that has no obligation of confidentiality.

20.4 The above provisions of GCC Clause 20 shall not in any way
modify any undertaking of confidentiality given by either of the
parties hereto prior to the date of the Contract in respect of the
Supply or any part thereof.

20.5 The provisions of GCC Clause 20 shall survive completion or
termination, for whatever reason, of the Contract.

21. Subcontracting 21.1 The Supplier shall notify the Purchaser in writing of all
subcontracts awarded under the Contract if not already specified
in the Bid. Notification by the Supplier, for addition of any
Subcontractor not named in the Contract, shall also include the
Subcontractor’s declaration in accordance with Appendix 2 to the
GCC- Sexual exploitation and Abuse (SEA) and/or Sexual
Harassment (SH) Performance Declaration. Such notification, in
the original Bid or later shall not relieve the Supplier from any of
its obligations, duties, responsibilities, or liability under the
Contract.

21.2 Subcontracts shall comply with the provisions of GCC Clauses 3
and 7.

22. Specifications 22.1  Technical Specifications and Drawings

and Standards (@ The Goods and Related Services supplied under this

Contract shall conform to the technical specifications and
standards mentioned in Section VI, Schedule of
Requirements and, when no applicable standard is
mentioned, the standard shall be equivalent or superior to
the official standards whose application is appropriate to
the Goods’ country of origin.
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(b)  The Supplier shall be entitled to disclaim responsibility for
any design, data, drawing, specification or other
document, or any modification thereof provided or
designed by or on behalf of the Purchaser, by giving a
notice of such disclaimer to the Purchaser.

(c) Wherever referencesare made in the Contract to codes and
standards in accordance with which it shall be executed,
the edition or the revised version of such codes and
standards shall be those specified in the Schedule of
Requirements. During Contract execution, any changes in
any such codes and standards shall be applied only after
approval by the Purchaser and shall be treated in
accordance with GCC Clause 33.

23. Packing and 23.1 The Supplier shall provide such packing of the Goods as is
Documents required to prevent their damage or deterioration during transit to
their final destination, asindicated in the Contract. During transit,
the packing shall be sufficient to withstand, without limitation,
rough handling and exposure to extreme temperatures, salt and
precipitation, and open storage. Packing case size and weights
shall take into consideration, where appropriate, the remoteness
of the goods’ final destination and the absence of heavy handling
facilities at all points in transit.

23.2 The packing, marking, and documentation within and outside the
packages shall comply strictly with such special requirements as
shall be expressly provided for in the Contract, including
additional requirements, if any, specified in the SCC, and in any
other instructions ordered by the Purchaser.

24. Insurance 24.1 Unless otherwise specified in the SCC, the Goods supplied under
the Contract shall be fully insured—in a freely convertible
currency from an eligible country—against loss or damage
incidental to manufacture or acquisition, transportation, storage,
and delivery, in accordance with the applicable Incoterms or in
the manner specified in the SCC.

25. Transportation 25.1 Unless otherwise specified in the SCC, responsibility for
and Incidental arranging transportation of the Goods shall be in accordance with
Services the specified Incoterms.

25.2 The Supplier may be required to provide any or all of the

following services, including additional services, if any, specified
in SCC:

(@) performance or supervision of on-site assembly and/or
start-up of the supplied Goods;
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(b) furnishing of tools required for assembly and/or
maintenance of the supplied Goods;

(c) furnishing of a detailed operations and maintenance manual
for each appropriate unit of the supplied Goods;

(d) performance or supervision or maintenance and/or repair of
the supplied Goods, for a period of time agreed by the
parties, provided that this service shall not relieve the

Supplier of any warranty obligations under this Contract;
and

(e) training of the Purchaser’s personnel, at the Supplier’s plant
and/or on-site, in assembly, start-up, operation,
maintenance, and/or repair of the supplied Goods.

25.3 Prices charged by the Supplier for incidental services, if not
included in the Contract Price for the Goods, shall be agreed upon
in advance by the parties and shall not exceed the prevailing rates
charged to other parties by the Supplier for similar services

26. Inspections 26.1 The Supplier shall at its own expense and at no cost to the

and Tests Purchaser carry out all such tests and/or inspections of the Goods
and Related Services as are specified in the SCC.

26.2 The inspections and tests may be conducted on the premises of
the Supplier or its Subcontractor, at point of delivery, and/or at
the Goods’ final destination, or in another place i the
Purchaser’s Country as specified in the SCC. Subject to GCC
Sub-Clause 26.3, if conducted on the premises of the Supplier or
its Subcontractor, all reasonable facilities and assistance,
including access to drawings and production data, shall be
furnished to the inspectors at no charge to the Purchaser.

26.3 The Purchaser or its designated representative shall be entitled to
attend the tests and/or inspections referredto in GCC Sub-Clause
26.2, provided that the Purchaser bear all of its own costs and
expenses incurred in connection with such attendance including,
but not limited to, all traveling and board and lodging expenses.

26.4 Whenever the Supplier is ready to carry out any such test and
inspection, it shall give a reasonable advance notice, including
the place and time, to the Purchaser. The Supplier shall obtain
from any relevant third party or manufacturer any necessary
permission or consent to enable the Purchaser or its designated
representative to attend the test and/or inspection.

26.5 The Purchaser may require the Supplier to carry out any test
and/or inspection not required by the Contract but deemed
necessaryto verify that the characteristics and performance of the
Goods comply with the technical specifications codes and
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27. Liquidated
Damages

28. Warranty

standards under the Contract, provided that the Supplier’s
reasonable costs and expenses incurred in the carrying out of such
test and/or inspection shall be added to the Contract Price.
Further, if such test and/or inspection impedes the progress of
manufacturing and/or the Supplier’s performance of its other
obligations under the Contract, due allowance will be made in
respect of the Delivery Datesand Completion Datesand the other
obligations so affected.

26.6 The Supplier shall provide the Purchaser with a report of the

results of any such test and/or inspection.

26.7 The Purchaser may reject any Goods or any part thereof that fail

to pass any test and/or inspection or do not conform to the
specifications. The Supplier shall either rectify or replace such
rejected Goods or parts thereof or make alterations necessary to
meet the specifications at no cost to the Purchaser, and shall
repeat the test and/or inspection, at no cost to the Purchaser, upon
giving a notice pursuant to GCC Sub-Clause 26.4.

26.8 The Supplier agrees that neither the execution of a test and/or

inspection of the Goods or any part thereof, nor the attendance by
the Purchaser or its representative, nor the issue of any report
pursuant to GCC Sub-Clause 26.6, shall release the Supplier from
any warranties or other obligations under the Contract.

27.1 Except as provided under GCC Clause 32, if the Supplier fails to

deliver any or all of the Goods by the Date(s) of delivery or
perform the Related Services within the period specified in the
Contract, the Purchaser may without prejudice to all its other
remedies under the Contract, deduct from the Contract Price, as
liquidated damages, a sum equivalent to the percentage specified
in the SCC of the delivered price of the delayed Goods or
unperformed Services for eachweek or part thereof of delay until
actual delivery or performance, up to a maximum deduction of
the percentage specified in those SCC. Once the maximum is
reached, the Purchaser may terminate the Contract pursuant to
GCC Clause 35.

28.1 The Supplier warrants that all the Goods are new, unused, and of

the most recent or current models, and that they incorporate all
recent improvements in design and materials, unless provided
otherwise in the Contract.

28.2 Subject to GCC Sub-Clause 22.1(b), the Supplier further

warrants that the Goods shall be free from defects arising from
any act or omission of the Supplier or arising from design,
materials, and workmanship, under normal use in the conditions
prevailing in the country of final destination.
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29. Patent
Inde mnity

28.3 Unless otherwise specified in the SCC, the warranty shall remain
valid for twelve (12) months after the Goods, or any portion
thereof as the case may be, have been delivered to and accepted
at the final destination indicated in the SCC, or for eighteen (18)
months after the date of shipment from the port or place of
loading in the country of origin, whichever period concludes
earlier.

28.4 The Purchaser shall give notice to the Supplier stating the nature
of any such defects together with all available evidence thereof,
promptly following the discovery thereof. The Purchaser shall

afford all reasonable opportunity for the Supplier to inspect such
defects.

28.5 Upon receipt of such notice, the Supplier shall, within the period
specified in the SCC, expeditiously repair or replace the defective
Goods or parts thereof, at no cost to the Purchaser.

28.6 If having been notified, the Supplier fails to remedy the defect
within the period specified in the SCC, the Purchaser may
proceed to take within a reasonable period such remedial action
as may be necessary, at the Supplier’s risk and expense and

without prejudice to any other rights which the Purchaser may
have against the Supplier under the Contract.

29.1 The Supplier shall, subject to the Purchaser’s compliance with
GCC Sub-Clause 29.2, indemnify and hold harmless the
Purchaser and its employees and officers from and against any
and all suits, actions or administrative proceedings, claims,
demands, losses, damages, costs, and expenses of any nature,
including attorney’s fees and expenses, which the Purchaser may
suffer as a result of any infringement or alleged infringement of
any patent, utility model, registered design, trademark, copyright,
or other intellectual property right registered or otherwise
existing at the date of the Contract by reason of:

(@) the installation of the Goods by the Supplier or the use of
the Goods in the country where the Site is located; and

(b) the sale in any country of the products produced by the
Goods.

Such indemnity shall not cover any use of the Goods or any part
thereof other than for the purpose indicated by or to be
reasonably inferred from the Contract, neither any infringement
resulting from the use of the Goods or any part thereof, or any
products produced thereby in association or combination with
any other equipment, plant, or materials not supplied by the
Supplier, pursuant to the Contract.
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30. Limitation of
Liability

29.2 If any proceedings are brought or any claim is made against the

Purchaser arising out of the matters referred to in GCC Sub-
Clause 29.1, the Purchaser shall promptly give the Supplier a
notice thereof, and the Supplier may at its own expense and in the
Purchaser’s name conduct such proceedings or claim and any
negotiations for the settlement of any such proceedings or claim.

29.3 If the Supplier fails to notify the Purchaser within twenty-eight

(28) days after receipt of such notice that it intends to conduct
any such proceedings or claim, then the Purchaser shall be free to
conduct the same on its own behalf.

29.4 The Purchaser shall, at the Supplier’s request, afford all available

assistance to the Supplier in conducting such proceedings or
claim, and shall be reimbursed by the Supplier for all reasonable
expenses incurred in so doing.

29.5 The Purchaser shall indemnify and hold harmless the Supplier

and its employees, officers, and Subcontractors from and against
any and all suits, actions or administrative proceedings, claims,
demands, losses, damages, costs, and expenses of any nature,
including attorney’s fees and expenses, which the Supplier may
suffer as a result of any infringement or alleged infringement of
any patent, utility model, registered design, trademark, copyright,
or other intellectual property right registered or otherwise
existing at the date of the Contract arising out of or in connection
with any design, data, drawing, specification, or other documents
or materials provided or designed by or on behalf of the
Purchaser.

30.1 Except in cases of criminal negligence or willful misconduct,

(@) the Supplier shall not be liable to the Purchaser, whether in
contract, tort, or otherwise, for any indirect or
consequential loss or damage, loss of use, loss of
production, or loss of profits or interest costs, provided that
this exclusion shall not apply to any obligation of the
Supplier to pay liquidated damages to the Purchaser and

(b) the aggregate liability of the Supplier to the Purchaser,
whether under the Contract, in tort or otherwise, shall not
exceed the total Contract Price, provided that this limitation
shall not apply to the cost of repairing or replacing
defective equipment, or to any obligation of the supplier to
indemnify  the Purchaser with respect to patent
infringement

115
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31. Change in
Laws and
Regulations

32. Force Majeure

33. Change Orders

and Contract
Amendments

311

32.1

32.2

32.3

331

Unless otherwise specified in the Contract, if after the date of 28
days prior to date of Bid submission, any law, regulation,
ordinance, order or bylaw having the force of law is enacted,
promulgated, abrogated, or changed in the place of the
Purchaser’s Country where the Site is located (which shall be
deemed to include any change in interpretation or application by
the competent authorities) that subsequently affects the Delivery
Date and/or the Contract Price, then such Delivery Date and/or
Contract Price shall be correspondingly increased or decreased,
to the extent that the Supplier has thereby been affected in the
performance of any of its obligations under the Contract.
Notwithstanding the foregoing, such additional or reduced cost
shall not be separately paid or credited if the same has already
been accounted for in the price adjustment provisions where
applicable, in accordance with GCC Clause 15.

The Supplier shall not be liable for forfeiture of its Performance
Security, liquidated damages, or termination for default if and to
the extent that its delay in performance or other failure to perform
its obligations under the Contract is the result of an event of Force
Majeure.

For purposes of this Clause, “Force Majeure” means an event or
situation beyond the control of the Supplier that is not
foreseeable, is unavoidable, and its origin is not due to negligence
or lack of care on the part of the Supplier. Such events may
include, but not be limited to, acts of the Purchaser in its
sovereign capacity, wars or revolutions, fires, floods, epidemics,
quarantine restrictions, and freight embargoes.

If a Force Majeure situation arises, the Supplier shall promptly
notify the Purchaser in writing of such condition and the cause
thereof. Unless otherwise directed by the Purchaser in writing,
the Supplier shall continue to perform its obligations under the
Contract as far as is reasonably practical, and shall seek all
reasonable alternative means for performance not prevented by
the Force Majeure event.

The Purchaser may at any time order the Supplier through notice

in accordance GCC Clause 8, to make changes within the general
scope of the Contract in any one or more of the following:

(@) drawings, designs, or specifications, where Goods to be
furnished under the Contract are to be specifically
manufactured for the Purchaser;

(b)  the method of shipment or packing;

(c) the place of delivery; and
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(d) the Related Services to be provided by the Supplier.

33.2 If any such change causes an increase or decrease in the cost of,
or the time required for, the Supplier’s performance of any
provisions under the Contract, an equitable adjustment shall be
made in the Contract Price or in the Delivery/Completion
Schedule, or both, and the Contract shall accordingly be
amended. Any claims by the Supplier for adjustment under this
Clause must be asserted within twenty-eight (28) days from the
date of the Supplier’s receipt of the Purchaser’s change order.

33.3 Prices to be charged by the Supplier for any Related Services that
might be needed but which were not included in the Contract
shall be agreed upon in advance by the parties and shall not
exceed the prevailing rates charged to other parties by the
Supplier for similar services.

33.4 Value Engineering: The Supplier may prepare, at its own cost, a
value engineering proposal at any time during the performance of
the contract. The value engineering proposal shall, at a minimum,
include the following;

(a) the proposed change(s), and a description of the
difference to the existing contract requirements;

(b) a full cost/benefit analysis of the proposed change(s)
including a description and estimate of costs
(including life cycle costs) the Purchaser may incur in
implementing the value engineering proposal; and

(c) adescription of any effect(s) of the change on
performance/functionality.

The Purchaser may accept the value engineering proposal if the
proposal demonstrates benefits that:

(a) accelerates the delivery period; or

(b) reduces the Contract Price or the life cycle costs to
the Purchaser; or

(c) mproves the quality, efficiency or sustainability of
the Goods; or

(d) yields any other benefits to the Purchaser,

without compromising the necessary functions of the Facilities.

If the value engineering proposal is approved by the Purchaser
and results in:

(a) areduction of the Contract Price; the amount to be paid
to the Supplier shall be the percentage specified in the
PCC of the reduction in the Contract Price; or
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34. Extensions of

Time

35. Termination

(b) an increase in the Contract Price; but results in a
reduction in life cycle costs due to any benefit
described in (a) to (d) above, the amount to be paid to
the Supplier shall be the full increase in the Contract
Price.

33.5 Subject to the above, no variation in or modification of the terms

of the Contract shall be made except by written amendment
signed by the parties.

34.1 If atany time during performance of the Contract, the Supplier or

its subcontractors should encounter conditions impeding timely
delivery of the Goods or completion of Related Services pursuant
to GCC Clause 13, the Supplier shall promptly notify the
Purchaser in writing of the delay, its likely duration, and its cause.
As soon as practicable after receipt of the Supplier’s notice, the
Purchaser shall evaluate the situation and may at its discretion
extend the Supplier’s time for performance, in which case the
extension shall be ratified by the parties by amendment of the
Contract.

34.2 Except in case of Force Majeure, as provided under GCC Clause

32, a delay by the Supplier in the performance of its Delivery and
Completion obligations shall render the Supplier liable to the
imposition of liquidated damages pursuant to GCC Clause 26,
unless an extension of time is agreed upon, pursuant to GCC Sub-
Clause 34.1.

35.1 Termination for Default

(@) The Purchaser, without prejudice to any other remedy for
breach of Contract, by written notice of default sent to the
Supplier, may terminate the Contract in whole or in part:

(i) if the Supplier fails to deliver any or all of the Goods
within the period specified in the Contract, or within
any extension thereof granted by the Purchaser
pursuant to GCC Clause 34;

(i) if the Supplier fails to perform any other obligation
under the Contract; or

(i) if the Supplier, in the judgment of the Purchaser has
engaged in Fraud and Corruption, as defined in
paragraph 2.2 a of the Appendix 1 to the GCC, in
competing for or in executing the Contract.

(b) Inthe eventthe Purchaser terminates the Contract in whole
or in part, pursuant to GCC Clause 35.1(a), the Purchaser
may procure, upon such terms and in such manner as it
deems appropriate, Goods or Related Services similar to
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36. Assignment

37. Export
Restriction

those undelivered or not performed, and the Supplier shall
be liable to the Purchaser for any additional costs for such
similar Goods or Related Services. However, the Supplier
shall continue performance of the Contract to the extent
not terminated.

35.2 Termination for Insolvency.

(@)

The Purchaser may at any time terminate the Contract by
giving notice to the Supplier if the Supplier becomes
bankrupt or otherwise insolvent. In such event,
termination will be without compensation to the Supplier,
provided that such termination will not prejudice or affect
any right of action or remedy that has accrued or will
accrue thereafter to the Purchaser

35.3 Termination for Convenience.

(@)

(b)

The Purchaser, by notice sent to the Supplier, may
terminate the Contract, in whole or in part, atany time for
its convenience. The notice of termination shall specify
that termination is for the Purchaser’s convenience, the
extent to which performance of the Supplier under the
Contract is terminated, and the date upon which such
termination becomes effective.

The Goods that are complete and ready for shipment
within twenty-eight (28) days after the Supplier’s receipt
of notice of termination shall be accepted by the Purchaser
at the Contract terms and prices. For the remaining Goods,
the Purchaser may elect:

(i) to have any portion completed and delivered at the
Contract terms and prices; and/or

(i) to cancel the remainder and pay to the Supplier an
agreed amount for partially completed Goods and

Related Services and for materials and parts
previously procured by the Supplier.

36.1 Neither the Purchaser nor the Supplier shall assign, in whole or

in part, their obligations under this Contract, except with prior
written consent of the other party.

37.1 Notwithstanding any obligation under the Contract to complete
all export formalities, any export restrictions attributable to the
Purchaser, to the country of the Purchaser, or to the use of the
products/goods, systems or services to be supplied, which arise
from trade regulations from a country supplying those
products/goods, systems or services, and which substantially
impede the Supplier from meeting its obligations under the
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Contract, shall release the Supplier from the obligation to provide
deliveries or services, always provided, however, that the
Supplier candemonstrate to the satisfaction of the Purchaser and
of the Bank that it has completed all formalities in a timely
manner, including applying for permits, authorizations and
licenses necessary for the export of the products/goods, systems
or services under the terms of the Contract. Termination of the

Contract on this basis shall be for the Purchaser’s convenience
pursuant to Sub-Clause 35.3.
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APPENDIX 1

Fraud and Corruption

(Text in this Appendix shall not be modified)
1. Purpose

1.1 The Bank’s Anti-Corruption Guidelines and this annex apply with respect to procurement
under Bank Investment Project Financing operations.

2. Requirements

2.1 The Bank requires that Borrowers (including beneficiaries of Bank financing); bidders
(applicants/proposers), consultants, contractors and suppliers; any sub-contractors, sub-
consultants, service providers or suppliers; any agents (whether declared or not); and any of
their personnel, observe the highest standard of ethics during the procurement process,
selection and contract execution of Bank-financed contracts, and refrain from Fraud and
Corruption.

2.2 To this end, the Bank:
a. Defines, for the purposes of this provision, the terms set forth below as follows:

I.  “corrupt practice” is the offering, giving, receiving, or soliciting, directly or
indirectly, of anything of value to influence improperly the actions of another
party;

il. “fraudulent practice” is any act or omission, including misrepresentation, that

knowingly or recklessly misleads, or attempts to mislead, a party to obtain
financial or other benefit or to avoid an obligation;

lii. “collusive practice” is an arrangement between two or more parties designed
to achieve animproper purpose, including to influence improperly the actions
of another party;

Iv. “coercive practice” is impairing or harming, or threatening to impair or harm,
directly or indirectly, any party or the property of the party to influence
improperly the actions of a party;

V. “obstructive practice” is:

(@) deliberately destroying, falsifying, altering, or concealing of
evidence material to the investigation or making false statements to
investigators in order to materially impede a Bank investigation into
allegations of a corrupt, fraudulent, coercive, or collusive practice;
and/or threatening, harassing, or intimidating any party to prevent it
from disclosing its knowledge of matters relevant to the
investigation or from pursuing the investigation; or

(b) acts intended to materially impede the exercise of the Bank’s
inspection and audit rights provided for under paragraph 2.2 e.
below.
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b. Rejects a proposal for award if the Bank determines that the firm or individual
recommended for award, any of its personnel, or its agents, or its sub-consultants,
sub-contractors, service providers, suppliers and/ or their employees, has, directly
or indirectly, engaged in corrupt, fraudulent, collusive, coercive, or obstructive
practices in competing for the contract in question;

c. Inaddition to the legal remedies setout in the relevant Legal Agreement, may take
other appropriate actions, including declaring misprocurement, if the Bank
determines at any time that representatives of the Borrower or of a recipient of any
part of the proceeds of the loan engaged in corrupt, fraudulent, collusive, coercive,
or obstructive practices during the procurement process, selection and/or execution
of the contract in question, without the Borrower having taken timely and
appropriate action satisfactory to the Bank to address such practices when they
occur, including by failing to inform the Bank in a timely manner at the time they
knew of the practices;

d. Pursuant to the Bank’s Anti- Corruption Guidelines and in accordance with the
Bank’s prevailing sanctions policies and procedures, may sanction a firm or
individual, either indefinitely or for a stated period of time, including by publicly
declaring such firm or individual ineligible (i) to be awarded or otherwise benefit
from a Bank-financed contract, financially or in any other manner;! (i) to be a
nominated? sub-contractor, consultant, manufacturer or supplier, or service
provider of an otherwise eligible firm being awarded a Bank-financed contract; and
(iif) to receive the proceeds of any loan made by the Bank or otherwise to participate
further in the preparation or implementation of any Bank-financed project;

e. Requires that a clause be included in bidding/request for proposals documents and
in contracts financed by a Bank loan, requiring (i) bidders (applicants/proposers),
consultants, contractors, and suppliers, and their sub-contractors, sub-consultants,
service providers, suppliers, agents, personnel, permit the Bank to inspect® all
accounts, records and other documents relating to the procurement process,
selection and/or contract execution, and to have them audited by auditors appointed
by the Bank.

For the avoidance of doubt, a sanctioned party’s ineligibility to be awarded a contract shall include, without limitation, (i)
applying for pre-qualification, expressing interest in a consultancy, and bidding, either directly or as a nominated sub-
contractor, nominated consultant, nominated manufacturer or supplier, or nominated service provider, in respect of such
contract, and (ii) entering into an addendum or amendment introducing a material modification to any existing contract.

A nominated sub-contractor, nominated consultant, nominated manufacturer or supplier, or nominated service provider
(different names are used depending on the particular bidding document) is one which has been: (i) included by the bidder in
its pre-qualification application or bid because it brings specific and critical experience and know-how that allow the bidder
to meet the qualification requirements for the particular bid; or (ii) appointed by the Borrower.

Inspectionsin this context usually are investigative (i.e., forensic) in nature. They involve fact-findingactivities undertaken
by the Bank or persons appointed by the Bank to address specific mattersrelatedto investigations/audits, such as evaluating
the veracity of an allegation of possible Fraud and Corruption, through the appropriate mechanisms. Such activity includes
but is not limited to: accessing and examining a firm's or individual's financial records and information, and making copies
thereof asrelevant; accessing and examining any other documents, data and information (whether in hard copy or electronic
format) deemed relevant for the investigation/audit, and making copies thereof as relevant; interviewing staff and other
relevant individuals; performing physical inspections and site visits; and obtaining third party verification of information.
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APPENDIX 2

Sexual Exploitation and Abuse (SEA) and/or Sexual Harassment (SH)
Performance Declaration for Subcontractors*

[The following table shall be filled in by each subcontractor proposed by the Supplier, that was not named in the
Contract]

Subcontractor’s Name: [insert full name]

Date: [insert day, month, year]
Contract reference [insert contract reference]
Page [insert page number] of [insert total number] pages

SEA and/or SH Declaration

We:
O (a) have not been subject to disqualification by the Bank for non-compliance with SEA/ SH obligations.
O (b) are subject to disqualification by the Bank for non-compliance with SEA/ SH obligations.

I (c) had been subject to disqualification by the Bank for non-compliance with SEA/ SH obligations, and
were removed from the disqualification list. An arbitral award on the disqualification case has been made
in our favor.

[If (c) above is applicable, attach evidence of an arbitral award reversing the findings on the issues
underlying the disqualification.]

Period of disqualification: From: To:

Name of the Subcontractor

Name of the person duly authorized to sign on behalf of the Subcontractor

Title of the person signing on behalf of the Subcontractor

Signature of the person named above

Date signed day of ,

Countersignature of authorized representative of the Supplier:
Signature:

Date signed day of :
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Section IX - Special Conditions of Contract

The following Special Conditions of Contract (SCC) shall supplement and / or amend the
General Conditions of Contract (GCC). Whenever there is a conflict, the provisions herein
shall prevail over those in the GCC.

GCC 1.1(j)

The Purchaser’s Country is: Kenya

GCC 1.1()

The Purchaser is: The Information and Communications Technology
Authority

GCC 1.1(0)

The Project Site(s)/Final Destination(s) is/are:

ICT Authority

Telposta Towers, 12t Floor,
P.O. Box 27150-00100,
Nairobi

GCC 1.1 (p)

The term SEA/SH where used in the Contract has the following meaning:
e “Sexual Exploitation and Abuse” “(SEA)” means the following:

Sexual Exploitation is defined as any actual or attempted abuse of
position of wvulnerability, differential power or trust, for sexual
purposes, including, but not limited to, profiting monetarily,
socially or politically from the sexual exploitation of another.

Sexual Abuse is defined as the actual or threatened physical
intrusion of a sexual nature, whether by force or under unequal or
coercive conditions.

o “Sexual Harassment” “(SH)” is defined as unwelcome sexual
advances, requests for sexual favors, and other verbal or physical
conduct of a sexual nature by contractor’s personnel with other
contractor’s, subcontractors’ or employer’s personnel.

GCC 4.2 (3)

The meaning of the trade terms shall be as prescribed by Incoterms. If the
meaning of any trade term and the rights and obligations of the parties
thereunder shall not be as prescribed by Incoterms, they shall be as

prescribed by: [exceptional; refer to other internationally accepted trade
terms ]

GCC 4.2 (b)

The version edition of Incoterms shall be Incoterms 2020

GCC5.1

The language shall be: English
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GCC38.1

For notices, the Purchaser’s address shall be:

Attention: Stanley Kamanguya, OGW

Street Address: Telposta Towers, Kenyatta Avenue

Floor/ Room number: 12th Floor, Boardroom

City: Nairobi

ZIP Code: 00100

Country: Kenya

Electronic mail address: info@ict.go.ke / procurement@ict.go.ke

GCCO9.1

The governing law shall be the law of: Kenya

GCC 10.2

The rules of procedure for arbitration proceedings pursuant to GCC Clause
10.2 shall be as follows:

() Contract with foreign Supplier:

[For contracts entered into with foreignsuppliers, International
commercial arbitration may have practical advantages over
other dispute settlement methods. The World Bank should not
be named as arbitrator, nor should it be asked to name an
arbitrator. Among the rules to govern the arbitration
proceedings, the Purchaser may wish to consider the United
Nations Commission on International Trade Law (UNCITRAL)
Arbitration Rules of 1976, the Rules of Conciliation and
Arbitration of the International Chamber of Commerce (ICC),
the Rules of the London Court of International Arbitration or
the Rules of Arbitration Institute of the Stockholm Chamber of
Commerce.]

If the Purchaser chooses the UNCITRAL Arbitration Rules,
the following sample clause should be inserted:

GCC 10.2 (a)—Any dispute, controversy or claim arising out of
or relating to this Contract, or breach, termination or invalidity
thereof, shall be settled by arbitration in accordance with the
UNCITRAL Arbitration Rules as at present in force.

If the Purchaser chooses the Rules of ICC, the following
sample clause should be inserted:

GCC 10.2 (a)—All disputes arising in connection with the
present Contract shall be finally settled under the Rules of
Conciliation and Arbitration of the International Chamber of
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(b)

Commerce by one or more arbitrators appointed in accordance
with said Rules.

If the Purchaser chooses the Rules of Arbitration Institute of
Stockholm Chamber of Commerce, the following sample
clause should be inserted:

GCC 10.2 (a)—Any dispute, controversy or claim arising out of
or in connection with this Contract, or the breach termination or
invalidity thereof, shall be settled by arbitration in accordance
with the Rules of the Arbitration Institute of the Stockholm
Chamber of Commerce.

If the Purchaser chooses the Rules of the London Court of
International Arbitration, the following clause should be
inserted:

GCC 10.2 (a)—Any dispute arising out of or in connection with
this Contract, including any question regarding its existence,
validity or termination shall be referred to and finally resolved
by arbitration under the Rules of the London Court of
International Arbitration, which rules are deemed to be
incorporated by reference to this clause.

Contracts with Supplier national of the Purchaser’s Country:

In the case of a dispute between the Purchaser and a Supplier
who is a national of the Purchaser’s Country, the dispute shall
be referred to adjudication or arbitration in accordance with the
laws of the Purchaser’s Country.

GCC 131

Not Applicable .
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GCC 14.9

GCC 14.9.1 The Supplier shall have a code of conduct, and provide
appropriate sensitization, for the Supplier’s personnel carrying
out : installation, operation and maintenance that include, but
not limited to, maintaining a safe working environment and
not engaging in the following practices:

() any form of sexual harassment including unwelcome
sexual advances, requests for sexual favors, and other
verbal or physical conduct of a sexual nature with other
Supplier’s or Purchaser’s personnel;

(i any form of sexual exploitation, which means any actual
or attempted abuse of position of vulnerability,
differential power or trust, for sexual purposes,
including, but not limited to, profiting monetarily,
socially or politically from the sexual exploitation of
another;

(iii) any form of sexual abuse, which means the actual or
threatened physical intrusion of a sexual nature, whether
by force or under unequal or coercive conditions; and

(iv) any form of sexual activity with individuals under the
age of 18, except in case of pre-existing marriage.

GCC 14.9.2 The Purchaser may require the Supplier to remove (or cause to
be removed), from the site or other places where the:
installation, operation and maintenance is being executed, a
Supplier’s personnel that undertakes behaviors that are not
consistent with the code of conduct stated in GCC 14.9.1.
Notwithstanding any requirement from the Purchaser to
replace any such person, the Supplier shall immediately
remove (or cause to be removed) any such person, from the
site or other places where the installation, operation and
maintenance is being executed. In either case, the Supplier
shall promptly appoint, as appropriate, a suitable replacement
with equivalent skills and experience.

GCC 151

The prices charged for the Goods supplied and the related Services
performed shall not be adjustable.

GCC 16.1

GCC 16.1—The method and conditions of payment to be made to the
Supplier under this Contract shall be as follows:

Payment for Goods supplied from abroad:

Payment of foreign currency portion shall be made in [insert currency of the
Contract Price] in the following manner:
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(i

(ii)

Advance Payment: Ten (10) percent of the Contract Price shall be
paid within thirty (30) days of signing of the Contract, and upon
submission of claim and a bank guarantee for equivalent amount valid
until the Goods are delivered and in the form provided in the bidding
document or another form acceptable to the Purchaser.

On Acceptance: Ten (90) percent of the Contract Price of Goods
received shall be paid within thirty (30) days of receipt of the Goods
upon submission of claim supported by the acceptance certificate
issued by the Purchaser.

Payment of local currency portion shall be made in Kenya Shillings within
thirty (30) days of presentation of claim supported by a certificate from the
Purchaser declaring that the Goods have been delivered and that all other
contracted Services have been performed.

Payment for Goods and Services supplied from within the Purchaser’s
Country:

Payment for Goods and Services supplied from within the Purchaser’s
Country shall be made in Kenya Shillings as follows:

(i

(i)

Advance Payment: Ten (10) percent of the Contract Price shall be
paid within thirty (30) days of signing of the Contract against a simple
receipt and a bank guarantee for the equivalent amount and in the
form provided in the bidding document or another form acceptable to
the Purchaser.

On Acceptance: The remaining ten (90) percent of the Contract Price
shall be paid to the Supplier within thirty (30) days after the date of
the acceptance certificate for the respective delivery issued by the
Purchaser.

GCC 16.5 The payment-delay period after which the Purchaser shall pay interest to
the supplier shall be 56 days.
The interest rate that shall be applied is :The Central Bank of Kenya
average mean lending rate plus 1 Percent for administrative costs
GCC 18.1 A Performance Security shall be required

“the amount of the Performance Security shall be: 10% of the Contract

Price
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GCC 18.3

If required, the Performance Security shall be in the form of: a
Performance Guarantee

If required, the Performance security shall be denominated in Kenya
Shillings

GCC 23.2

The packing, marking and documentation within and outside the packages
shall be: Not Applicable

GCC 25.1

The Supplier is required under the Contract to transport the Goods to a
specified place of final destination within the Purchaser’s Country,
defined as the Project Site, transport to such place of destination in the
Purchaser’s Country, including insurance and storage, as shall be
specified in the Contract, shall be arranged by the Supplier, and related
costs shall be included in the Contract Price

GCC 25.2

Incidental services to be provided are:

[Selected services covered under GCC Clause 25.2 and/or other should be
specified with the desired features. The price quoted in the Bid price or
agreed with the selected Supplier shall be included in the Contract Price.]

GCC 26.1

The inspections and tests shall be: [insert nature, frequency, procedures
for carrying out the inspections and tests]

GCC 26.2

The Inspections and tests shall be conducted at: 12t floor Teleposta
towers ICT Authority

GCC 27.1

The liquidated damage shall be: 0.5 % % per week

GCC 27.1

The maximum amount of liquidated damages shall be: 5 %

GCC 28.3

The period of validity of the Warranty shall be: 365 days
For purposes of the Warranty, the place(s) of final destination(s) shall be:
ICT Authority

GCC 28.3—1In partial modification of the provisions, the warranty period
shall be twelve (12) months from date of acceptance of the Goods. The
Supplier shall, in addition, comply with the performance and/or
consumption guarantees specified under the Contract. If, for reasons
attributable to the Supplier, these guarantees are not attained in whole or
in part, the Supplier shall, at its discretion, either:

@) make such changes, modifications, and/or additions to the
Goods or any part thereof as may be necessary in order to attain the
contractual guarantees specified in the Contract at its own cost and expense
and to carry out further performance tests in accordance with GCC 26.7,
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GCC 28.5, The period for repair or replacement shall be: 30 days
GCC 28.6

GCC 334
If the value engineering proposal is approved by the Purchaser the

amount to be paid to the Supplier shall be % (insert appropriate
percentage. The percentage is normally up to 50%) of the reduction in the
Contract Price.
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Attachment: Price Adjustment Formula

If in accordance with GCC 15.1, prices shall be adjustable, the following method shall be used
to calculate the price adjustment:

15.1 Prices payable to the Supplier, as stated in the Contract, shall be subject to adjustment
during performance of the Contract to reflect changes in the cost of labor and material
components in accordance with the formula:

P1=Po[a+DbL; +cMi] - Pg

Lo Mo
athb+c =1
in which:
Py = adjustment amount payable to the Supplier.
Po = Contract Price (base price).
a = fixed element representing profits and overheads included in the Contract
Price and generally in the range of five (5) to fifteen (15) percent.
b = estimated percentage of labor component in the Contract Price.
c = estimated percentage of material component in the Contract Price.
Lo, L1 = *labor indices applicable to the appropriate industry in the country of
origin on the base date and date for adjustment, respectively.
Mo, M1 = *material indices for the major raw material on the base date and date for

adjustment, respectively, in the country of origin.

The Bidder shall indicate the source of the indices, and the source of exchange rate (if
applicable) and the base date indices in its Bid.

The coefficients a, b, and c as specified by the Purchaser are as follows:
a = [insertvalue of coefficient]
b = [insert value of coefficient]
c = [insert value of coefficient]

Base date = thirty (30) days prior to the deadline for submission of the Bids.

Date of adjustment = [insert number of weeks] weeks prior to date of shipment
(representing the mid-point of the period of manufacture).

The above price adjustment formula shall be invoked by either party subject to the
following further conditions:

(@) No price adjustment shall be allowed beyond the original delivery dates. As arule,
no price adjustment shall be allowed for periods of delay for which the Supplier is
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entirely responsible. The Purchaser will, however, be entitled to any decrease in
the prices of the Goods and Services subject to adjustment.

(b) If the currency in which the Contract Price Py is expressed is different from the
currency of origin of the labor and material indices, a correction factor will be
applied to avoid incorrect adjustments of the Contract Price. The correction factor
shall be: Zy / Z1, where,

Z, = the number of units of currency of the origin of the indices which equal to
one unit of the currency of the Contract Price P on the Base date,
and

Z, - the number of units of currency of the origin of the indices which equal to
one unit of the currency of the Contract Price P on the Date of
Adjustment.

(c) No price adjustment shall be payable on the portion of the Contract Price paid to
the Supplier as advance payment.
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Notification of Intention to Award
[This Notification of Intention to Award shall be sent to each Bidder that submitted a Bid. ]

[Send this Notification to the Bidder’s Authorized Representative named in the Bidder
Information Form]

For the attention of Bidder’s Authorized Representative

Name: [insert Authorized Representative’s name]

Address: [insert Authorized Representative’s Address]

Telephone/Fax numbers: [insert Authorized Representative’s telephone/fax numbers]
Email Address: [/insert Authorized Representative’s email address]

[IMPORTANT: insert the date that this Notification is transmitted to Bidders. The
Notification must be sent to all Bidders simultaneously. This means on the same date and
as close to the same time as possible.]

DATE OF TRANSMISSION: This Notification is sent by: [email/fax] on [date] (local time)

Notification of Intention to Award

Purchaser: [insert the name of the Purchaser]

Project: [insert name of project]

Contract title: [insert the name of the contract]

Country: [insert country where RFB is issued]

Loan No. /Credit No./Grant No.: [insert reference number for loan/credit/grant]
RFB No: [insert RFB reference number from Procurement Plan]

This Notification of Intention to Award (Notification) notifies you of our decision to award
the above contract. The transmission of this Notification begins the Standstill Period.
During the Standstill Period you may:

a) request a debriefing in relation to the evaluation of your Bid, and/or

b) submit a Procurement-related Complaint in relation to the decision to award the
contract.

1. The successful Bidder

Name: [insert name of successful Bidder]
Address: [insert address of the successful Bidder]
Contract price: [insert contract price of the successful Bid]

2. OtherBidders [INSTRUCTIONS: insert names of all Bidders that submitted a Bid.
If the Bid’s price was evaluated include the evaluated price as well as the Bid price
as read out.]
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Name of Bidder Bid price SV 2ol S
(if applicable)
[insert name] [insert Bid price] | [insert evaluated price]
[insert name] [insert Bid price] | [insert evaluated price]
[insert name] [insert Bid price] | [insert evaluated price]
[insert name] [insert Bid price] | [insert evaluated price]
[insert name] [insert Bid price] | [insert evaluated price]

3. Reason/s why your Bid was unsuccessful

[INSTRUCTIONS: State the reason/s why this Bidder’s Bid was unsuccessful. Do

NOT include: (a) a point by point comparison with another Bidder’s Bid or (b)
information that is marked confidential by the Bidder in its Bid.]

4. How to request a debriefing

DEADLINE: The deadline to request a debriefing expires at midnight on [insert
date] (local time).

You may request a debriefing in relation to the results of the evaluation of your Bid. If
you decide to request a debriefing your written request must be made within three (3)
Business Days of receipt of this Notification of Intention to Award.

Provide the contract name, reference number, name of the Bidder, contact details; and
address the request for debriefing as follows:

Attention: [insert full name of person, if applicable]
Title/position: [insert title/position]

Agency:[insert name of Purchaser]

Email address: [insertemail address]

Fax number: [insert fax number] delete if not used

If your request for a debriefing is received within the 3 Business Days deadline, we will
provide the debriefing within five (5) Business Days of receipt of your request. If we are
unable to provide the debriefing within this period, the Standstill Period shall be extended
by five (5) Business Days after the date that the debriefing is provided. If this happens,
we will notify you and confirm the date that the extended Standstill Period will end.

The debriefing may be in writing, by phone, video conference call or in person. We shall

promptly advise you in writing how the debriefing will take place and confirm the date
and time.




Section X — Contract Forns

138

If the deadline to request a debriefing has expired, you may still request a debriefing. In
this case, we will provide the debriefing as soon as practicable, and normally no later
than fifteen (15) Business Days from the date of publication of the Contract Award
Notice.

5. How to make a complaint

Period: Procurement-related Complaint challenging the decision to award shall be
submitted by midnight, [insert date] (local time).

Provide the contract name, reference number, name of the Bidder, contact details; and
address the Procurement-related Complaint as follows:

Attention: [insert full name of person, if applicable]
Title/position: [insert title/position]

Agency: [insert name of Purchaser]

Email address: [insert email address]

Fax number: [insert fax number] delete if not used

At this point in the procurement process, you may submit a Procurement-related
Complaint challenging the decision to award the contract. You do not need to have
requested, or received, a debriefing before making this complaint. Your complaint must

be submitted within the Standstill Period and received by us before the Standstill Period
ends.

Further information:

For more information see the Procurement Requlations for IPF Borrowers (Procurement
Regulations) (Annex I11). You should read these provisions before preparing and
submitting your complaint. In addition, the World Bank’s Guidance “How to make a
Procurement-related Complaint” provides a useful explanation of the process, as well as
a sample letter of complaint.

In summary, there are four essential requirements:

1. You must be an ‘interested party’. In this case, that means a Bidder who submitted

a Bid in this bidding process, and is the recipient of a Notification of Intention to
Award.

The complaint can only challenge the decision to award the contract.
3. You must submit the complaint within the period stated above.

4. You must include, in your complaint, all of the information required by the
Procurement Regulations (as described in Annex Il1).



https://policies.worldbank.org/sites/ppf3/PPFDocuments/Forms/DispPage.aspx?docid=4005
http://www.worldbank.org/en/projects-operations/products-and-services/brief/procurement-new-framework#framework
http://www.worldbank.org/en/projects-operations/products-and-services/brief/procurement-new-framework#framework
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6. Standstill Period

DEADLINE: The Standstill Period is due to end at midnight on [insert date] (local
time).

The Standstill Period lasts ten (10) Business Days after the date of transmission of this
Notification of Intention to Award.

The Standstill Period may be extended as stated in Section 4 above.

If you have any questions regarding this Notification please do not hesitate to contact us.
On behalf of the Purchaser:

Signature:

Name:

Title/position:

Telephone:

Email:
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Beneficial Ownership Disclosure Form

INSTRUCTIONS TO BIDDERS: DELETE THIS BOX ONCE YOU HAVE COMPLETED
THE FORM

This Beneficial Ownership Disclosure Form (“Form”) is to be completed by the successful
Bidder. In case of joint venture, the Bidder must submit a separate Formfor each member.
The beneficial ownership information to be submitted in this Formshall be current as of the
date of its submission.

For the purposes of this Form, a Beneficial Owner of a Bidder is any natural person who
ultimately owns or controls the Bidder by meeting one or more of the following conditions:

e directly or indirectly holding 25% or more of the shares

e directly or indirectly holding 25% or more of the voting rights

e directly or indirectly having the right to appoint a majority of the board of directors
or equivalent governing body of the Bidder

RFB No.: [insert number of RFB process]
Request for Bid No.: [insert identification]

To: [insert complete name of Purchaser]

In response to your request in the Letter of Acceptance dated [insert date of letter of
Acceptance] to furnish additional information on beneficial ownership: [select one option as
applicable and delete the options that are not applicable]

(1) we hereby provide the following beneficial ownership information.

Details of beneficial ownership

Identity of Directly or Directly or Directly or indirectly
Beneficial Owner indirectly holding indirectly holding having the right to
25% or more of the 25 % or more of | appoint a majority of the
shares the Voting Rights | board of the directors or
an equivalent governing
(Yes/No) (Yes/Noj body of the Bidder
(Yes / No)

[include full name
(last, middle, first),
nationality, country
of residence]
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OR

(i) We declare that there is no Beneficial Owner meeting one or more of the following
conditions:

e directly or indirectly holding 25% or more of the shares

e directly or indirectly holding 25% or more of the voting rights

e directly or indirectly having the right to appoint a majority of the board of directors or
equivalent governing body of the Bidder

OR

(iii) We declare that we are unable to identify any Beneficial Owner meeting one or more of
the following conditions. [If this option is selected, the Bidder shall provide explanation on
why it is unable to identify any Beneficial Owner]
e directly or indirectly holding 25% or more of the shares
e directly or indirectly holding 25% or more of the voting rights
e directly or indirectly having the right to appoint a majority of the board of directors or
equivalent governing body of the Bidder]”

Name of the Bidder: *[insert complete name of the Bidder]

Name of the person duly authorized to sign the Bid on behalf of the Bidder: **[insert
complete name of person duly authorized to sign the Bid]

Title of the person signing the Bid: [insert complete title of the person signing the

Bid]

Signature of the person named above: [insert signature of person whose name and
capacity are shown above]

Date signed [insert date of signing] day of [insert month], [insert year]

“In the case of the Bid submitted by a Joint \enture specify the name of the Joint Venture as Bidder. In the
event that the Bidderis a joint venture, each reference to “Bidder” in the Beneficial Ownership Disclosure Form
(including this Introduction thereto) shall be read to referto the joint venture member.

“ Person signing the Bid shall havethe power of attorney given by the Bidder. Thepower of attorney shall be
attached with the Bid Schedules.
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Letter of Acceptance
[use letterhead paper of the Purchaser]

[date]
To: [name and address of the Supplier]

Subject: Notification of Award Contract No...........

This is to notify you that your Bid dated [insert date] for execution of the [insert name of the
contract and identification number, as given in the SCC] for the Accepted Contract Amount
of [insert amount in numbers and words and name of currency], as corrected and modified
in accordance with the Instructions to Bidders is hereby accepted by our Agency.

You are requested to furnish (i) the Performance Security within 28 days in accordance with
the Conditions of Contract, using for that purpose one of the Performance Security Forms
and (ii) the additional information on beneficial ownership in accordance with 1TB 45.1
within eight (8) Business days using the Beneficial Ownership Disclosure Form, included in
Section X, - Contract Forms, of the Bidding Document.

Authorized Signature:
Name and Title of Signatory:
Name of Agency:

Attachment: Contract Agreement
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Contract Agreement
[The successful Bidder shall fill in this form in accordance with the instructions indicated]

THIS AGREEMENT made

the [insert: number] day of [insert: month], [insert: year].

BETWEEN

(2) [insert complete name of Purchaser], a [insert description of type of legal
entity, for example, an agency of the Ministry of .... of the Government of
{insert name of Country of Purchaser}, or corporation incorporated under the
laws of {insert name of Country of Purchaser}] and having its principal place
of business at [insert address of Purchaser] (hereinafter called “the
Purchaser”), of the one part, and

2 [insert name of Supplier], a corporation incorporated under the laws of
[insert: country of Supplier] and having its principal place of business at
[insert: address of Supplier] (hereinafter called “the Supplier”), of the other
part:

WHEREAS the Purchaser invited Bids for certain Goods and ancillary services, viz., [insert
brief description of Goods and Services] and has accepted a Bid by the Supplier for the supply
of those Goods and Services

The Purchaser and the Supplier agree as follows:

1. In this Agreement words and expressions shall have the same meanings as are
respectively assigned to them in the Contract documents referred to.

2. The following documents shall be deemed to form and be read and construed as part of
this Agreement. This Agreement shall prevail over all other contract documents.

@) the Letter of Acceptance

(b) the Letter of Bid

(c) the Addenda Nos._ (if any)
(d) Special Conditions of Contract
(e) General Conditions of Contract

()] the Specification (including Schedule of Requirements and Technical
Specifications)

(9) the completed Schedules (including Price Schedules)
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(h) any other document listed in GCC as forming part of the Contract

3. Inconsideration of the payments to be made by the Purchaser to the Supplier as specified
in this Agreement, the Supplier hereby covenants with the Purchaser to provide the
Goods and Services and to remedy defects therein in conformity in all respects with the
provisions of the Contract.

4. The Purchaser hereby covenants to pay the Supplier in consideration of the provision of
the Goods and Services and the remedying of defects therein, the Contract Price or such
other sum as may become payable under the provisions of the Contract at the times and
in the manner prescribed by the Contract.

IN WITNESS whereof the parties hereto have caused this Agreement to be executed in
accordance with the laws of [insert the name of the Contract governing law country] on the
day, month and year indicated above.

For and on behalf of the Purchaser

Signed: [insertsignature]
in the capacity of [inserttitle or other appropriate designation]
In the presence of [insert identification of official witness]

For and on behalf of the Supplier
Signed: [insertsignature of authorized representative(s) of the Supplier]

in the capacity of [insert title or other appropriate designation]
in the presence of [insert identification of official witness]
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Performance Security
Option 1: (Bank Guarantee)

[The bank, as requested by the successful Bidder, shall fill in this formin accordance with
the instructions indicated]

[Guarantor letterhead or SWIFT identifier code]

Beneficiary: [insertname and Addressof Purchaser]

Date: _ [Insertdate of issue]

PERFORMANCE GUARANTEE No.: [Insertguarantee reference number]

Guarantor: [Insert name and address of place of issue, unless indicated in the letterhead]

We have been informed that _ [insert name of Supplier, which in the case of a joint venture shall be the
name ofthe joint venture] (hereinafter called "the Applicant) has entered into Contract No. [insert
reference number ofthe contract] dated [insert date] with the Beneficiary, for the supply of _ [insert
name of contract and briefdescription of Goods and related Services] (hereinafter called "the Contract").

Furthermore, we understand that, according to the conditions of the Contract, a performance
guarantee is required.

At the request of the Applicant, we as Guarantor, hereby irrevocably undertake to pay the
Beneficiary any sum or sums not exceeding in total an amount of [insert amount in figures]
( ) [insert amount in words],! such sum being payable in the types and proportions of
currencies in which the Contract Price is payable, upon receipt by us of the Beneficiary’s
complying demand supported by the Beneficiary’s statement, whether in the demand itself or
in a separate signed document accompanying or identifying the demand, stating that the
Applicant is in breach of its obligation(s) under the Contract, without the Beneficiary needing
to prove or to show grounds for your demand or the sum specified therein.

This guarantee shall expire, no later than the .... Day of ...... , 2...2, and any demand for
payment under it must be received by us at this office indicated above on or before that date.

! The Guarantor shall insert an amount representing the percentage of the Accepted Contract Amount

specifiedin the Letter of Acceptance, and denominated either inthecurrency (ies) ofthe Contract or a freely
convertible currency acceptable to the Beneficiary.

Insert the date twenty-eight days after the expected completion date as described in GC Clause 18 4. The
Purchaser should note that in the event of an extension of this date for completion of the Contract, the
Purchaser would need to request an extension ofthis guarantee fromthe Guarantor. Such request must be
in writing and must be made prior to the expiration date established in the guarantee. In preparing this
guarantee, the Purchaser mightconsider adding the following textto theform, at the end ofthe penultimate
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This guarantee is subject to the Uniform Rules for Demand Guarantees (URDG) 2010

Revision, ICC Publication No. 758, except that the supporting statement under Article 15(a) is
hereby excluded.

[signature(s)]

Note: All italicized text (including footnotes) is for use in preparing this form and shall be
deleted from the final product.

paragraph: “The Guarantor agrees to a one-timeextension ofthis guarantee for a period notto exceed [six
months] [one year], in response to the Beneficiary s written request for such extension, such request to be
presented to the Guarantor before the expiry of the guarantee.”
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Advance Payment Security

Demand Guarantee

[Guarantor letterhead or SWIFT identifier code]

Beneficiary: [Insert name and Address of Purchaser]

Date: [Insertdate of issue]

ADVANCE PAYMENT GUARANTEE No.: [Insert guarantee reference number]

Guarantor: [Insert name and address of place of issue, unlessindicated in the letterhead]

We have beeninformed that [insert name of Supplier, which in the case of a joint venture shall
be the name of the joint venture] (hereinafter called “the Applicant”) has entered into Contract
No. [insert reference number of the contract] dated [insert date] with the Beneficiary, for the
execution of [insert name of contractand brief description of Goods and related Services]
(hereinafter called "the Contract™).

Furthermore, we understand that, according to the conditions of the Contract, an advance
payment in the sum [insertamountin figures] () [insertamountinwords] is to be made against
an advance payment guarantee.

At the request of the Applicant, we as Guarantor, hereby irrevocably undertake to pay the
Beneficiary any sum or sums not exceeding in total an amount of [insertamount in figures]
( ) [insertamount in words]! upon receipt by us of the Beneficiary’s complying demand
supported by the Beneficiary’s statement, whether in the demand itself or in a separate signed
document accompanying or identifying the demand, stating either that the Applicant:

(d) has used the advance payment for purposes other than toward delivery of Goods;
or

(e) has failed to repay the advance payment in accordance with the Contract
conditions, specifying the amount which the Applicant has failed to repay.

1 The Guarantor shall insert an amount representing the amount of the advance payment and denominated

either in the currency(ies) of the advance payment as specified in the Contract, or in a freely convertible
currency acceptable to the Purchaser.
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A demand under this guarantee may be presented as from the presentation to the Guarantor of
a certificate from the Beneficiary’s bank stating that the advance payment referred to above
has been credited to the Applicant on its account number [insert number] at [insert name and
address of Applicant’s bank].

The maximum amount of this guarantee shall be progressively reduced by the amount of the
advance payment repaid by the Applicant as specified in copies of interim statements or
payment certificates which shall be presented to us. This guarantee shall expire, at the latest,
upon our receipt of a copy of the interim payment certificate indicating that ninety (90) percent
of the Accepted Contract Amount, has been certified for payment, or on the [insert day] day
of [insertmonth], 2 [insertyear], whichever is earlier. Consequently, any demand for payment
under this guarantee must be received by us at this office on or before that date.

This guarantee is subject to the Uniform Rules for Demand Guarantees (URDG) 2010

Revision, ICC Publication No.758, except that the supporting statement under Article 15(a) is
hereby excluded.

[signature(s)]

Note: All italicized text (including footnotes) is for use in preparing this form and shall be
deleted from the final product.



